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[bookmark: _Toc430782150][image: J:\ProductivityAndWaterAndSocial\SocialScience\_Projects\_projects\2019-20\Gen surveill\Phase 1\Report and Literature\Infographic\ABA4438_0620_Biosecurity surveillance graphic-02.jpg]There is an increasing expectation that all Australians will play a greater role in supporting Australia’s biosecurity system. A key area for citizen contribution involves general surveillance, that is, harnessing opportunities to involve people from all walks of life to contribute to gathering and reporting information about the presence of pests, weeds and diseases in order to support government endeavours dealing with biosecurity issues.
General surveillance activities are increasing across plant, animal, weeds, environment and the marine sectors. Much is already known about general surveillance, but information tends to be fragmented. Current research about general surveillance tends to focus on specific aspects of initiatives, such as engaging volunteers; identification and diagnostic technologies; or data analytics approaches.
However, general surveillance initiatives are greater than the sum of their parts due to the interactions that occur between the different aspects and interactions with the broader context. Fragmentation also results from the limited sharing of lessons learned between sectors. This review presents an approach to addressing the fragmentation by exploring general surveillance through a holistic systems-thinking lens, integrating lessons learned across different sectors, contexts and aspects of general surveillance initiatives.
This review offers insights about the different components of general surveillance initiatives comprising:
actors and their relationships
infrastructure (physical, knowledge and financial systems)
institutions (formal and informal rules)
the biophysical components.
It illustrates how the interactions within components, among them and with the broader context are important considerations for planning and running general surveillance initiatives. Changes or weaknesses within one component are likely to have implications elsewhere in a general surveillance initiative. These implications could be easily overlooked and they may be sources of significant transaction costs in terms of time, effort and expenditure. These costs could render such initiatives unsustainable or not cost-effective.
For example, poorly designed community engagement and support strategies may result in poor data quality, excessive false positives, or difficulty gaining and/or maintaining volunteer support. Poor data quality is likely to result in data users losing trust in the initiative. Surveillance activities on certain types of land might need special conditions in place for volunteers, such as when private land or sensitive ecosystems are involved. Special equipment used may need to comply with broader rules such as the conditions for the use of drones being set by aviation regulations.
Many of these challenges are identified in this document and can be prevented or minimised if identified and addressed early on. This requires systems thinking and early and multi-directional open communication and information flow between the different actors or potential actors in any general surveillance initiative. 


[bookmark: _Toc43736309]Introduction
Growing trade volumes, increasing traveller numbers and climate change are challenging the ability to monitor and detect pests, weeds and diseases in Australia. Surveillance forms a key part of a strong biosecurity system. It enables early detection and response, and well-informed on-ground management decisions, and it provides evidence to underpin claims about freedom from certain pests, weeds and diseases to support the trade of agriculture produce. 
Traditionally, biosecurity surveillance has been carried out mainly by government agencies and, to a lesser extent by industry, often in a fully structured way, such as according to formal protocols. This is often referred to as active surveillance or specific surveillance. However, there is an increasing interest in harnessing opportunities to capture surveillance data and information from a wider range of sources allowing for greater flexibility in the process while still delivering information that is fit for purpose (Clift 2008; Andow et al. 2016). This is referred to as general surveillance.
General surveillance is mostly associated with more cost-effective intelligence gathering, and broadening the geographical reach of surveillance activities. Other benefits include: 
potentially contributing to the evidence needed for claims of pest freedom to support market access negotiations (Kuhnert et al. 2018b)
extending the time period for data collection that would not otherwise be possible due to cost constraints (Welvaert and Caley 2016) 
developing partnerships to deal with pest, weed and disease issues (Stenekes and Please 2012b) based on increasing interaction between the public and scientific and government officers involved in biosecurity (Bodilis et al. 2014b)
fostering local ownership and stewardship of biosecurity issues (Bodilis et al. 2014b) (See Appendix 1 for details on reported benefits of general surveillance).
Sources of general surveillance data come from a wide range of actors such as public and private land managers, agronomists, vets, community groups, food and fibre supply chain members and the general public. They could also include data collected for non-surveillance purposes that can still be analysed to provide better surveillance outcomes. 
The importance of general surveillance is likely to continue to increase. Over the last two decades there has been increasing emphasis on biosecurity being a shared responsibility and a partnership between government, industry and the community (Nairn et al. 1996; Craik et al. 2017; Beale et al. 2008; Martin et al. 2016). The Intergovernmental Agreement on Biosecurity (IGAB) National Surveillance and Diagnostics Framework (IGAB 2014) along with other key strategic reports (Beale et al. 2008; CoAG 2012; Craik et al. 2017) highlight that surveillance of pests, weeds and diseases constitutes a key opportunity for citizen support. Governments and industry recognise the importance of surveillance for strong biosecurity, and allocate large amounts of resources to support it. 
However, current surveillance activities are still not enough to adequately monitor pest, weed and disease risks given the challenges of implementing surveillance across Australia’s wide geographical expanse. That, paired with a strong desire of the community to protect Australia’s natural resources and environment, makes general surveillance a way that the community can contribute to biosecurity. The desire to participate in biosecurity and broader environmental activities is underpinned by motivational factors such as helping a cause, social interaction, improving skills and personal development, personal interest and care for the environment in the broader sense (Measham and Barnett 2007). 
Community members and landholders are already making a valuable contribution to surveillance (Hester and Cacho 2017). There are a number of success cases that clearly demonstrate the benefits of enlisting support, beyond traditional government functions, to assist with biosecurity surveillance (see for example Brooks and Galway 2008; McInerney and Smith 2008). 
Nevertheless, general surveillance continues to be identified as an under-utilised resource and an area where industry and the community can increase ownership and participation in biosecurity (Arthur et al. 2015; Craik et al. 2017). General surveillance programs can be challenging to instigate and maintain (Crall et al. 2012), often more so than active surveillance programs (Oidtmann et al. 2011b). Further, there is no clear understanding of the extent to which lessons are being learnt from experiences of implementing general surveillance, or how effectively this learning is shared between different jurisdictions and sectors (animal, plant, weed, marine and environmental biosecurity). By investigating these topics, there may be opportunities to harness different experiences to better understand how to achieve cost-effective and sustainable success in general surveillance activities. 
This paper is the first output of a multi-year project about applying systems thinking to general surveillance. As general surveillance initiatives encompass various interrelated parts, including interactions between different actors often across scales, supporting technologies and data management systems, institutions, and ecological systems, they constitute complex systems. This document explores general surveillance from a holistic systems-thinking perspective, based on Agricultural Innovation Systems thinking. It captures key considerations for the different system components and the dynamics between them, based on a literature review.
The paper starts with defining the research approach of the broader inquiry. This includes the aims, the research questions, and unpacking of the various definitions of general surveillance that are used in the literature in different contexts. From these we state our definition of general surveillance for the purpose of this project. The paper then introduces the systems-based conceptual framework that we propose to frame and understand general surveillance, and the theoretical background of this framework. This is followed by an exploration of literature to describe the structural components of general surveillance using the conceptual framework. Key themes, opportunities and challenges are highlighted, thus setting the scene for next phases of the project. 


[bookmark: _Ref43730725][bookmark: _Ref43730764][bookmark: _Toc43736310]Research approach
The research approach is based on work from innovation studies (Wieczorek and Hekkert 2012), and in this context general surveillance can be framed as an innovation system comprising structural components. These structural components are: actors and their relationships; institutions; and infrastructure. We add a biophysical component to include the characteristics of the pest, weed and disease species of concern and their environments (more on these components later). This approach will deepen understanding about the different components of general surveillance, the interaction between them, and the interaction with the broader biosecurity surveillance system and the broader context of each component (see Figure 3)
The term ‘system’ can have different meanings. In the context of this study, we define a system as 'a set of elements or parts that is coherently organized and inter-connected in a pattern or structure that produces a characteristic set of behaviours, often classified as its "function" or "purpose" (Meadows 2008, p188). In other words, a general surveillance system refers to all the interconnected activities, processes, individuals, organisations, tools and equipment, rules and other elements that operate together to deliver general surveillance. 
While there is a sizeable and growing body of literature on general surveillance, much of it focuses on particular aspects. For example, some papers report on the contribution that fortuitous detections make to a country’s biosecurity system; others report on aspects of specific campaigns to gain and maintain volunteer support; while others focus on data capture and management approaches. Also, much biosecurity research has a reductionist technocratic view of the world (Schut et al. 2014). In other words, the focus is predominantly on understanding the elements of biological and ecological aspects of problematic species and the technologies to control them, but less so on the human and behavioural aspects (e.g. motivations, disincentives, interactions, etc.) that can be easily neglected (Campbell et al. 2017; Rich et al. 2013). 
A system is more than the sum of its components due to the interactions between its parts. Systems thinking may provide valuable insights to understand situations where many things interact, the dynamics of these interactions, and ways to use this knowledge to predict, intervene or alter outcomes of general surveillance activities in different contexts (Sterman 2001; Martin et al. 2016). As there is much to gain from general surveillance it is important that its efficiency and performance are well understood (Kuhnert et al. 2018b). This in turn can facilitate recommendations towards more robust programme and policy design, applications, and monitoring; and strengthened buy-in from data collectors, data users and other stakeholders of general surveillance initiatives (see Appendix 2 for a more detailed discussion of systems thinking). 
[bookmark: _Toc43736311]The broader project
This paper is the start of a broader project that applies systems thinking to general surveillance. 
Research aims
The broader project has three aims.
To explore, learn about and gain a clear high-level understanding of the structural components of general surveillance, i.e. the linkages and feedbacks within and across structural components, at various scales and within various sectors, using a systems-based approach.
Provide generic holistic guidance and considerations about planning, implementing and monitoring general surveillance initiatives, recognising that programs need to be fit for purpose. This will be of value to practitioners, participants and funders of general surveillance programs.
Explore if there is value in the establishment of a community of practice to facilitate cross-learning and economies of scale between general surveillance initiatives and how such a community of practice may function.

Research questions
From these aims we ask the following research questions:
To what extent can systems thinking in the form of Agricultural Innovations Systems thinking make a valuable contribution to the successful implementation of cost-effective general surveillance initiatives?
What are key areas of each structural component (i.e. actors and their relationships; infrastructure; institutions; and biophysical) that hinder or facilitate progress towards intended outcomes? 
What are key areas of interaction between the component (or parts thereof) that hinder or facilitate progress towards intended outcomes?
What would be the value of establishing a national collaboration platform on general surveillance in biosecurity? What is required for the establishment of this platform?
This report starts exploring the first three questions based on a literature review. Subsequent research involving profiling case studies will provide further insights.
[bookmark: _Toc40968721]General project methods and approach 
The methods used in this project will include:
desktop research – a literature review to test the value of applying systems thinking to general surveillance (this document) 
a stocktake survey of existing general surveillance initiatives
field-based research – learning from existing general surveillance  case studies through a systems-thinking lens. This will consist of focus groups and interviews with key stakeholders and participants of current general surveillance initiatives across sectors 
general surveillance multi-stakeholder workshop – to refine the draft guidelines and explore opportunities for a general surveillance community of practice, including whether it has value and how such community may function.
[bookmark: _Toc43736312]This report
The purpose of this report is to synthesise existing literature on general surveillance. In particular, it focuses on deepening our understanding about the key elements of each component, the interactions between the components and the broader context that could impact on the feasibility and sustainability of general surveillance initiatives. This information will inform the subsequent case study research. The findings from the literature will eventually be integrated with the findings from the case studies to develop high level general surveillance guidelines.
[bookmark: _Toc40968723][bookmark: _Toc43736313]Defining biosecurity surveillance
Surveillance is a vital component of biosecurity. There are multiple definitions of biosecurity surveillance, mainly related to the purposes for which it is carried out and the differences among various sectors (see Appendix 3 for terminology and various uses). Biosecurity surveillance can be broadly defined as 'the production, analysis and circulation of information on potential [and existing] invasive events or epidemics' (Barker et al. 2013, p13). This refers to all types of surveillance, including active or general. Some sources define surveillance as a systematic process that includes continuous or repeated measurement, collection, analysis, diagnostics and interpretation of data, such as in relation to animal health and welfare (Hoinville et al. 2013). Yet other sources describe it as an official process by which surveys, monitoring and other procedures are used to collect and record data on pest and/or disease absence or presence, such as in the context of plant biosecurity (FAO 2011). Some relate surveillance mainly to cost-effectiveness around early identification and interventions on biosecurity threats (Hellström 2008a). 
From these various definitions, we refer to biosecurity surveillance as a systematic set of activities carried out for different purposes, including:
early detection of invasive pests, weeds and diseases to strengthen the chances of successful eradication or to minimise impacts and spread of a new type of organism 
delimiting the spread of pests, weeds and diseases to inform response management activities or confirm whether an organism has been successfully eradicated
strengthening pest, weed and disease management by informing management decisions with better insights into the distribution or status of a pest population 
identifying high risk areas and pathways for future surveillance and prevention activities
demonstrating freedom from a pest, weed or disease for trade/international reporting purposes.
[bookmark: _Toc40968724]Defining general surveillance for the project
Official definitions of general surveillance in biosecurity vary. The terms 'general surveillance', 'passive surveillance' and 'citizen science' are sometimes used interchangeably or may mean different things to different people. Hester and Cacho (2017) recognise this confusion in terminology and propose distinctions between these terms. They posit that surveillance activities are located along a continuum with one end representing passive surveillance in the form of fortuitous and opportunistic finds by members of the public. On the other end of the continuum lies active surveillance (also referred to as specific surveillance), which is targeted, highly structured surveillance done by pest, weed and disease management agencies and comprising coordinated and planned searches for specific pests, weeds and diseases. On this continuum, the authors separate citizen science related to pest, weed and disease monitoring and general surveillance. In their definition, citizen science involves organised pest reporting by community members, usually of pests that are already established. General surveillance is interpreted as stakeholders who identify and report new or existing incursions as part of their regular interaction with potential host species, vectors and/or their existing or potential habitat, in their day-to-day work [ibid.].
The way the term general surveillance is used also varies between animal and plant sectors. For example, the International Plant Protection Convention (IPPC) defines general surveillance as “...a process whereby information on pests of concern in an area is gathered from various sources. Sources may include national or local government bodies, research institutions, universities, museums, scientific societies (including those of independent specialists), producers, consultants, the general public, scientific and trade journals, unpublished data, and the websites of other NPPOs or international organizations” (FAO 2018). The World Organisation for Animal Health (OIE) uses the term general surveillance for generalised, broader surveillance whereby any disease can be reported, in contrast to targeted surveillance which is pathogen-specific and involves only one disease (OIE 2018) (see Appendix 3 for inconsistency in terminology). 
Two elements emerge from these various definitions and descriptions: opportunism and structure. Opportunism can relate to the location where unwanted organisms are likely to be, when and where people are likely to be active in these locations, and the potential for them to be enlisted to assist with monitoring and/or reporting species; and interest or mutual benefit with other stakeholders or organisations. Structure can relate to the way an invasive species, host(s) and/or region are targeted for surveillance; the methods used for detection and reporting; timing of monitoring and/or sampling; and the training/support provided to stakeholders to increase their awareness and learning (Welvaert and Caley 2016). 
We use opportunism and structure to differentiate between general and active surveillance (Figure 1). Criteria used to determine various levels of these two elements include who is doing surveillance, what is being monitored, when, where and how, all in support of why the activity is done and what the desired outcomes of surveillance are. 
The definition of general surveillance in biosecurity to be used in this work is therefore as follows:
 ‘biosecurity surveillance activities that have one or more element(s) of opportunism, usually to broaden the coverage of surveillance and/or achieve more cost-effective biosecurity outcomes, on a spectrum ranging from fortuitous ad hoc detections to relatively highly structured activities, but excluding active surveillance’.
In other words, general surveillance initiatives tend to be less structured than active surveillance initiatives on some aspects to varying degrees. General surveillance includes initiatives with broad scopes and/or loosely defined aims and methods, through to initiatives in which various elements are highly targeted and structured, but that tap into certain opportunities that can deliver broader coverage and/or provide for more cost-effective outcomes than active surveillance programs. Some elements are shared between active surveillance and highly structured general surveillance, represented in Figure 1 by the lighter part of the orange arrows.
With this broad definition, we consider that general surveillance encompasses other terminology used above and elsewhere in the literature, such as citizen science relating to pest, weed and disease monitoring, passive surveillance, and crowd sourcing (which in this context refers to biosecurity data mining from social networks or media). We consider these as being particular ways of doing general surveillance, rather than distinct categories of their own. This definition of general surveillance also covers monitoring and reporting of exotic, new and emerging, and established pests, weeds and diseases. (See Appendix 4 for a detailed discussion of these types of general surveillance)
[bookmark: _Toc40968725][bookmark: _Toc43736314]Conceptual framework 
[bookmark: _Toc40968726]General surveillance initiatives as complex systems
Most biosecurity general surveillance initiatives can be regarded as complex systems due to the multitude of actors, processes, interactions and dependencies involved (Kuhnert et al. 2018b). This means that deficiencies in one part of the system have ramifications for the functioning and cost-effectiveness of other parts on the system or the system as a whole. For example, a lack of trust in government may deter a livestock farmer from reporting signs of foot and mouth disease through an animal disease hotline. Volunteers may unwittingly damage property or habitats while carrying out monitoring tasks for which the general surveillance initiative could be held liable. Data end-users may disregard data due to a lack of trust in the data quality or a poorly designed data management system. Volunteers are likely to withdraw support for a general surveillance initiative when they realise the data are not being used as they expected. A call for reporting of a species with poor specifications/training on species identification may lead to the system being flooded with false positives. 
Hence there are system dynamics in the form of formal and informal feedback loops between the system components, which are often the least obvious part of a system when it is being designed, that lead to this complexity (Meadows 2008; Rich et al. 2013). Complexity further flows from the fact that systems (or parts thereof) tend to change over time, so a snapshot of the system at a given point in time might not be valid in the future (Carlsson et al. 2002).
Understanding these dynamics improves our ability to gain a deeper perspective of the system, that can facilitate identification of policy and institutional instruments that are fit for purpose and that strengthen positive systemic linkages (Lamprinopoulou et al. 2014). Meadows (2008, p145) defines leverage points as ‘places in the system where a small change could lead to a large shift in [system] behaviour’. Using these systems-based concepts to deepen understanding of the endogenous forces, feedback processes and leverage points in general surveillance activities can enable a new perspective on the behaviour and management of general surveillance initiatives (Richardson 2011). It can deliver important pointers to how to best design such initiatives or where to intervene to achieve desired outcomes (see Appendix 2 for more details on leverage points). Such analyses are typically done by assessing the dynamics or function of the system of interest, to identify opportunities, gaps, and prospective integrated impact pathways. 

[image: ]
DRAFT



2


[bookmark: _Toc43731294][image: ]Figure 1. Criteria and elements used to define general surveillance
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[bookmark: _Toc40968727]Agricultural innovation systems thinking 
Agricultural innovation systems (AIS) thinking conceptualises innovation as requiring co-evolving social, institutional and technological change to achieve progress. It is a response to the failures of the ‘top-down’ extension and adoption approaches where technologies, inventions or desired behaviours are transferred from ‘experts’, such as researchers or government agencies, to end-users (Klerkx et al. 2012). Such linear approaches are not well suited to deal with complexity and uncertainty which may require adjustments elsewhere in the system (other than simply adoption by end-users) to achieve progress. 
AIS promotes co-learning and co-creation of knowledge, practices and technologies between people present across the relevant system. The AIS approach highlights the central role of actors and other components of a system that are relevant to understanding what constrains or enables progress in, for example, establishing cost-effective, sustainable general surveillance initiatives (Hekkert et al. 2007). 
[bookmark: _Toc40968728]A conceptual framework
We apply AIS thinking by considering the high-level structural components of general surveillance in biosecurity (Hekkert et al. 2007; Turner et al. 2016). We highlight the components that are relevant to understanding what constrains or enables innovative and sustainable general surveillance initiatives. These structural components are: 
actors and their relationships – such as members of the public or experts that monitor, record and report incursions of invasive species; data managers; technology developers (such as smart phone apps); as well as users of the data collected 
infrastructure – which refers to the technological, knowledge and financial systems that underpin the general surveillance initiative
institutions – formal or informal rules that influence people’s behaviour and the functioning of the system
species/disease of concern and their environment – which form the biophysical component of the system. 
The diagram below (Figure 2) provides an overview of the proposed conceptual framework, including the components and the interactions between them that are designed and implemented to achieve the stated objective of the initiative.
The criteria that determine levels of opportunism and structure in general surveillance can be included within at least one component of this framework. The who is under actors and relationships; the what, where and when are under institutions and species/disease of concern and their environments; the how is mainly under infrastructure, but also under institutions (e.g. rules around doing surveillance); and the why is attributed to the desired outcome or objective of a general surveillance initiative. 

[bookmark: _Toc43731295]Figure 2. AIS-based conceptual framework for understanding general surveillance
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General surveillance and its components are embedded in and contribute to a bigger set of other activities and systems at various spatial and temporal scales (Figure 3). Surveillance activities are all part of the well-established national biosecurity system that covers a range of functions such as surveillance (including diagnostics and identification), prevention, preparedness, response and management. The broader biosecurity system is spread across a federated system involving federal, state/territory, industry and other parties. There are influential global conventions that apply to the movement of people and trade, including some allowing for certain general surveillance initiatives to contribute to compliance with trade protocols for agricultural produce. Likewise, each component is embedded in an existing context that shapes how the general surveillance initiative can be best designed and implemented. 
[bookmark: _Toc43731296]Figure 3. General surveillance embedded in the Australian biosecurity system and the broader context
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[bookmark: _Toc43736315]Describing the system components of general surveillance 
The following sections explore the structural components of general surveillance initiatives (see Figure 2) based on findings from the literature.

[bookmark: _Toc43736316]Actors and their relationships
A range of actors are involved in general surveillance initiatives. It is important to know who these actors are, and their needs, to enable support and cooperation. This includes identifying what the roles of different actors can be, both in the decision-making and implementation phases, and the best ways to engage them (Marzano et al. 2017). 
Relationships between actors are important. High-quality participation is underpinned by social enablers including credibility, trust, fairness, responsiveness, relevance, agency and due diligence (Kruger 2012). These dimensions are important for establishing and maintaining collaborative partnerships between stakeholders in general surveillance initiatives, including the public or community, the data collectors, and the end users of the reported data such as researchers, government or industry.
[bookmark: _Toc40968731][bookmark: _Toc40968732]Actor types
The key actor types are outlined below.
Data collectors
A range of data collectors are mentioned in the literature.
Professionals and service providers – working in the areas of concern, such as agronomists (Agriculture Victoria 2016), pest scouts and vets delivering services on-farm; researchers out in the field; zoo staff (Cox-Witton et al. 2014); and service providers in marine areas, such as hull inspectors and hull cleaning services (Stenekes et al. 2019). This group may also include staff from government agencies and industry bodies who are out in the field.
Landholders and/or managers– this group can include commercial farmers who tend to have extensive knowledge of the commodity they produce and the pests, weeds and diseases they regularly encounter. Amongst this group, peri-urban and small landholders are sometimes perceived as a biosecurity risk due to a lack of knowledge and experience and the part-time nature of their operations (Hayes et al. 2018; Kruger 2018). 
Special interest groups – general surveillance initiatives can have specific groups who have a related interest in a particular organism, group of organisms or an environmental asset, such as wetlands. These include, for example, community gardeners who are cultivating food and flowers, and bush regeneration groups who are contributing to sustainability and restoration of the land. Other special interest groups include hobbyists, commercial/recreational fishers or people collecting biodiversity-related data. 
General public – this group can contribute to a range of initiatives such as those operating in national parks, reserves, marine and riverine environments, built-up areas and other landscapes where the species/disease of concern may need to be monitored. The general public has been found to play a valuable role through passive detections, i.e. those that are fortuitous finds and reports of new pests and not necessarily in response to a programme or initiative (Hester and Cacho 2017). Detection of species/diseases of concern in production contexts by this group is generally low, especially when it relates to agricultural pests as most of the public live beyond agricultural production regions (Kuhnert et al. 2018b). Information from the public may also be harvested from the public domain, such as information communicated in social media (Welvaert et al. 2017). 
[bookmark: _Toc40968733]Program/project coordinators and administrators 
The coordinators of general surveillance initiatives are typically responsible for promoting the project/programme, as well as supporting data collectors in their monitoring and reporting efforts. They may organise, plan and facilitate the technical and social aspects of the surveillance initiative, including the interpretation and dissemination of data analyses and findings (Stenekes and Please 2012b). Administrators oversee general surveillance initiatives, including having approaches in place to deal with, store and communicate information derived from incoming data. Often these coordination and administration functions are covered by the same organisation, but can sometimes be done in a volunteer capacity [ibid.]. 
[bookmark: _Toc40968734]Data users
A range of organisations and agencies are potential users of general surveillance data, including government and industry agencies, land managers or the data collectors themselves. Data can contribute to a range of purposes including early detection, delimiting studies, monitoring of spread and intensity, supporting claims of pest/disease freedom, and biosecurity decision-making (Crall et al. 2012). General surveillance data can be used on its own or integrated with other sources of data. Sometimes several agencies or parts of an agency may include users of the data from the same surveillance program. For example, wildlife health surveillance can deliver information that could be of value to animal health, public health and conservation agencies (Ryser-Degiorgis 2013). 
Examples of data users other than program/project coordinators and administrators include:
Researchers and experts - the research community and other experts can make use of general surveillance data if the data are collated, verified and made publically available.
Data collectors – land managers may collect data to inform their decision-making, including farmers and NRM groups.
[bookmark: _Toc40968735]People responsible for identification and diagnostics
Correct identification or diagnostics of suspected detections is a vital task of general surveillance initiatives.  While various technologies are being used and developed that help with this task, many general surveillance initiatives have specially appointed people for this role. In some cases this task forms part of a paid position, such as for most government-run and operated surveillance programs, but in some cases volunteers with specialised skills may also contribute to this task. A surge of reports may necessitate additional appropriately skilled staff to confirm detections (Davies 2008).
[bookmark: _Toc40968736]Other actors
There are also other actors who play an important role in general surveillance initiatives. These may include: 
Technology developers - Morgan et al. (2015) note that a sound Information and Communication Technology system is needed for general surveillance, to allow for better accessibility to information by a wider audience with various views and objectives. Progress in technology development has allowed for easier reuse of data for a range of purposes (Kuhnert et al. 2018b) (more on this in the infrastructure section). Another key area involves technologies for identification and diagnostics to make these processes more cost-effective and accurate.
Funders - funders of general surveillance initiatives can be far-ranging with many initiatives funded by government agencies and/or increasingly co-funded, for example between government and industry. From time to time interest groups or non-government groups (NGOs) may also fund initiatives, such as some citizen science and crowd-sourcing projects. For most funders, a general surveillance initiative may be part of broader organisational goals that will influence their expectations of what the initiative needs to deliver. 
Experts – the type of experts and the timing of their involvement depend on the nature of the surveillance program. Experts may include vets, plant pathologists, entomologists or taxonomists. They may assist in the training of volunteers or the identification (Stenekes and Please 2012b) or verification of suspect detections (Pocock et al. 2017). 
Knowledge brokers - this group forms a valuable link between diverse stakeholders, and can facilitate multidirectional learning processes, interactions, and network building, particularly in systems where knowledge is co-produced (Klerkx et al. 2010). In some citizen science programs, data reviewers/curators take on this role and play a critical part in maintaining trust in the program of both people submitting data as well as of the data users (Gilfedder et al. 2019). The lack of knowledge brokering has been identified as a major systemic problem in AIS literature (Kruger 2017a), hence the importance of this group in future general surveillance innovation platforms. 
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Many reasons exist for the renewed interest and motivation of the community in surveillance. For those primarily concerned about the environment, these include a way to express stewardship of their local environment to ‘help nature’ and achieve better environmental outcomes, particularly when an environmental asset that they value is at stake. In addition, some people perceive it as an opportunity to learn new skills, while others look for a reason to spend more time in the outdoors (Pages et al. 2019). Some desire to learn more about the environment; while others wish to participate in environmental protection activities (McLaughlin and Hilts 1999). Mercer et al. (2017) reported that, although only 7% of the general public actually participate in surveillance activities, 51% expressed their willingness to participate if they are told what to look for.
Agricultural producers’ motivation to be involved in biosecurity surveillance and reporting to government or other stakeholders varies. In addition to the overarching economic interest in managing and preventing pests, weeds and diseases, farmers’ attitude towards surveillance and reporting is influenced by many factors, including their ability to identify clinical signs of disease, belief in self-efficacy or capability to take required action, level of engagement with their social networks (i.e. peers) (Wright et al. 2016a), and attitude towards the ‘reporting behaviour’ itself (Espetvedt et al. 2013). Professionals’ involvement may be driven by incentives such as access to services or networks. For example, in the CropSafe program, participating agronomists receive access to diagnostic support, training opportunities and season disease newsletters and crop alerts (Sigel et al. no date). 
However, several constraints can prevent timely reporting and the tendency to report cases, which can put the whole general surveillance system at risk of failure. For example, in the farming sector these constraints include: a lack of trust in vets, reporting procedures and/or government in general; economic considerations, such as the cost of calling a vet to the property; and the flow-on costs should treatment or other interventions be required. Other constraints include feelings of guilt and/or shame for being the first to report a disease; or fear of stigmatisation by their peers. These and any other barriers to participation in surveillance activities need to be identified and addressed including possible uncertainty about what clinical signs to report and what thresholds trigger a report, as well as the possible financial implications of reporting (Wright et al. 2016a; Elbers et al. 2010b; Elbers et al. 2010c; Delgado et al. 2014). 
In addition to motivations, people’s attitude towards a species/disease of concern is influenced by the attributes they associate with them. These associations are shaped by how these people perceive the level of threat a species poses to ecosystems or other organisms as well as the aesthetic and cultural value placed on the species in question (Selge et al. 2011). Likewise, if the organisms pose a direct threat, for example if they bite or sting, people are more likely to report them (Hester and Cacho 2017). Hence when an organism is well recognised, present at higher density or has impacts that are more visible, it is likely to elicit negative attitudes more so than for a pest, weed or disease that is not present yet. 
It is not uncommon that participants' motivations to support an initiative change over time (Atchison et al. 2017; Carballo-Cárdenas and Tobi 2016; Lupo et al. 2014a; He et al. 2019; Stenekes and Please 2012b). It is important that a general surveillance initiative is responsive to challenges and opportunities. Appendix 5 contains a more comprehensive outline of the reasons that influence on-ground actors to support a general surveillance initiative.
Project/programme coordinators are often driven by the need for more efficient and cost-effective data collection and meeting national or other higher level priorities in relation to invasive species management. This could be at odds with the motivations of people at the local level such as volunteers’ attachment with certain areas or other reasons that are likely to bring them fulfilment. These motivations might not be mutually exclusive and there is a need to ensure governance arrangements accommodate the motivations of the locals involved with the interests of government and other professional organisations (Pages et al. 2019).
There was limited literature available about the motivations and attitudes of potential data users other than the importance of trust in the quality and reliability of data collected (Campbell et al. 2017; Conrad and Hilchey 2011a; Meentemeyer et al. 2015; Welvaert and Caley 2016). Some studies report on volunteer-collected data not being used by decision-makers, either due to data quality concerns or because the data do not reach the decision-makers (Conrad and Hilchey 2011a). Early engagement with data end-users is fundamental to ensure general surveillance initiatives are designed to ensure maximum uptake and optimum value from the data collected (Kuhnert et al. 2018a).
Some studies focused on the important role of data reviewers/curators in fostering trust among both the citizens submitting sightings as well as data users. Gilfedder et al. (2019) explored the role of volunteer data reviewers/curators in the famous eBird program. While not a biosecurity program, it still provides relevant insights. The motivations that data reviewers reported for their involvement include the opportunity that the role provided to connect with others who have an interest in birding.  Many also valued the program and welcomed the opportunity to contribute to data quality and supporting the cause. Several enjoyed contributing to building trust in the program and assisting data submitters with strengthening their identification and recording skills.
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Different traits and related factors that could influence the attitudes, ability and willingness to support general surveillance initiatives include:
the type of commodity produced and scale of production (Martin et al. 2008; Lupo et al. 2014b; Bronner et al. 2013) 
location of surveillance activity (Brooks and Galway 2008)
the extent of people’s interaction with the species/diseases of concern and their potential hosts, vectors and/or their existing or potential habitat (Brooks and Galway 2008) 
age and gender 
past exposure affecting people’s ability to detect certain pests, weeds and diseases (Wright et al. 2016b). 
This means that reliance on 'one-size-fits-all' messaging is often sub-optimal.
In environmental surveillance, the propensity of people to volunteer is most correlated to education and levels of income (Penner 2004), where increased education or income increases the likelihood of a person volunteering. The relationship between demographic characteristics and volunteering is usually indirect and may be mediated for an individual by other factors, such as the amount of free time they have. It may be easier to maintain involvement of a small core or central network of volunteers if they have a passion and interest in the programme findings. This network can include local people who live nearby or use the resource being monitored. However, the converse is possible with potential for volunteer burnout associated with higher levels of involvement, such as in Landcare programme activities (Byron et al. 2001). 
Profile traits influencing actors’ engagement in general surveillance are discussed in greater detail in Appendix 6.
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The monitoring and detection of pests, weeds or diseases and effective and timely responses to a report require strong relationships between actors (Wright et al. 2018; Palmer et al. 2009). Governments, industry and research communities can wittingly or unwittingly create an environment that impacts the willingness of people to monitor and report pests, weeds and diseases of concern (Wright et al. 2016a). Good relationships between actors are underpinned by fundamental elements that can influence the strength of these relationships. 
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Trust is generally conceptualised as belief in the reliability of a person, agency or system, which involves factors such as their ability, benevolence and integrity (Wald et al. 2019). The importance of maintaining volunteers’ trust and goodwill has been expressed by several scholars as essential to maintain good relationships and a sense of reciprocity (Carballo-Cárdenas and Tobi 2016). For example, farmers' trust in government agencies has been conceptualised as a combination of their personnel competence (knowledge and ability), approachability and accessibility, their helpfulness and willingness to listen (Kruger 2017b; Graham 2014; Palmer et al. 2009) and the willingness of the agencies to conduct certain activities that strengthen this trust. 
Where trust exists, it can contribute to actors perceiving less risk in working with or supporting initiatives promoted by others. This in turn lowers the transaction cost of working together, thereby facilitating collective action and collaboration (Bodin et al. 2006). Successful engagement therefore requires applying social enablers, including developing trust, being responsive to challenges and opportunities and actively building relationships and networks, (Kruger et al. 2010), as well as fostering communication and information flow (Binks et al. 2013). For example, as smallholders tend to see vets as trusted sources of information, vets are seen as well placed to influence smallholders’ animal health practices, including monitoring and reporting (Hayes et al. 2018). 
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Social networks, resulting from relationships between different actors, connect participants in general surveillance and may facilitate information and resource flow as well as collaboration and coordination. They thus assist actors across and within various scales to collectively address issues, such as instigating general surveillance to contribute to the monitoring, management and/or control of a pest, weed or disease (Armitage et al. 2008; Bodin et al. 2006). Relationships within a network occur at different levels and in different directions. This includes vertical relationships, which can be both top-down or bottom-up, and horizontal relationships, such as those at jurisdictional or on-ground levels, for example between actors within an initiative, or between different initiatives in the same geographical area. One of the reasons why people may participate in a general surveillance initiative is due to the sense of community it provides (Bodilis et al. 2014b).
AIS emphasises the importance of learning between heterogeneous actors and integrating different knowledge systems to achieve progress with complex challenges such as biosecurity (Armitage et al. 2009; Klerkx et al. 2010). The flow of communication and information between actors needs to be fostered in a positive and cooperative manner and all actors need to be empowered to fulfil their roles (Cathcart and McKenzie 2008). Social interactions between actors are a key source of this information flow and learning and they shape actors' levels of awareness, attitudes, motivations and actions (Reed and Curzon 2015). Information asymmetries between actors may cause uncertainty, tension and high transaction costs. Without learning processes in place, collaboration can be plagued by communication gaps, lack of transparency and mixed messages to target groups (Brugere et al. 2017), so stakeholder engagement might become more challenging. Knowledge brokering is particularly important in this regard, not only for establishment of solid relationships but also to facilitate effective information flow and learning within networks (Klerkx and Leeuwis 2009). For example, the Weed Spotter programme in Queensland has appointed regional coordinators to provide feedback to weed spotters and supporting them with accessing information, resources and training, as well as filtering specimens submitted to the Queensland Herbarium. The network is further supported by a Weed Spotter Project Officer who coordinates the network and delivers awareness-raising and training (Queensland Government 2018). 
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The term institution in the context of this report is defined as 'an underlying, durable pattern of rules and behaviours, a persistent, reasonably predictable arrangement, law, process, custom or organisation structuring aspects of the political, social, cultural or economic transactions and relationships in a society' (Dovers 2001, p5). Institutions can be formal (rules, constitutions, laws, property rights, etc.) or informal (sanctions, taboos, peer pressure, customs, traditions, and codes of conduct) (North 1991). 
A complex set of institutional frameworks play a role in creation and flow of information and resources in biosecurity species management, including within general surveillance activities. As Martin et al. (2016, p16) indicated, ‘there is a link between institutions, voluntary actions and invasive species control. People partly drive the spread or control of invasive species, and people’s decisions are shaped by the institutional arrangements for biosecurity, research, development, extension, natural resource management and funding’. 
Institutions thus shape the behaviour, requirements and objectives for general surveillance initiatives (Marzano et al. 2017). The extent to which the community participates in surveillance activities is highly influenced by overlapping rules, resourcing arrangements and bureaucratic structures. Also, monitoring programs and people within them can be impacted by rules or regulations not directly related to the surveillance initiative or biosecurity, such as liability related to occupational health and safety issues, land access restrictions, and the need for insurance coverage (Stenekes and Please 2012b). 
In the following subsections we explore some institutions that can have important effects on the behaviour of actors involved in a general surveillance initiative.
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Formal institutional elements include the legislative and organisational frameworks used to manage data collection for general surveillance, as well as legal contexts (operational structures, protocols and regulations). Some forms of formal institutions are discussed below.
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Government agencies across levels have different powers endowed to them that direct and/or influence what activities they will undertake or not. It is important that legislative powers of organisations and agencies to act are clearly defined, understood and taken into consideration when surveillance initiatives are being designed to prevent confusion and delays when quick responses are needed (Marzano et al. 2017). For example, it could be easy to assume that local governments can carry out certain roles in the event of a response, however, they may not have the power to do basic things such as entering backyards without the occupant's permission (Kruger 2018). In some jurisdictions local governments have a mandate to spend money, time and effort on established unwanted organisms, but face restrictions to spend resources on a new incursion (Cathcart and McKenzie 2008). Inter-regional pest monitoring and response activities are hampered by the fact that local governments have only powers to address legislative controls within their own jurisdictions. This means that some local governments within a broader multi-jurisdictional region may be reluctant to support a certain surveillance and pest control programme if neighbouring jurisdictions do not participate as well, particularly in the case of mobile pests (Kruger 2018). 
Likewise, staff within organisations are endowed with different decision-making powers, hence it is important to ensure that pest, weed and disease reports do not only reach a certain organisation but also the appropriate people who are in a position to enable the appropriate response (Pocock et al. 2017).
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Freedom from pests, weeds and diseases supports many trade transactions. Market access may require evidence of absence to support area-freedom claims for certain pests (Kuhnert et al. 2018). In order to achieve approved disease or pest-free status for certain regions, there may be a need for guidance on surveillance (standards, quality, timing, etc.) and other requirements that need to be met (Oidtmann et al. 2011b). 
The Sanitary and Phytosanitary Measures (SPS) Agreement sets out basic rules relating to animal and plant health and operates at the interface of trade and animal and plant health (Oidtmann et al. 2011b). The SPS agreement recognises the OIE, the International Plant Protection Convention (IPPC) and the Convention on Biological Diversity (CBD) as bodies that set out international guidelines or standards relating to the health of animals, plants and biodiversity. To comply with SPS Agreement requirements, countries are obliged to report on the occurrence of specified pests, weeds and diseases (Oidtmann et al. 2011b; Brugere et al. 2017) as well as meet a range of other requirements that may have impacts on general surveillance initiatives. Existing initiatives can be used to meet these obligations. For example, in the plant world, reporting by farmers and agronomists, and community-based surveys, can be used to contribute to fulfilling the IPPC's International Standards for Phytosanitary Measures (ISPM) 04 requirements for Area Freedom (Wright et al. 2016b). While on-ground people, such as farmers, do not typically report that they have not found a particular organism (absence data), research is underway to find ways for the applied searching effort to be captured to support claims of area-freedom (Kuhnert et al. 2018b).
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Increasingly Australian states and territories and New Zealand place obligations on all citizens to take up their shared responsibility in maintaining biosecurity. This can be an important foundation for various general surveillance initiatives. For example, the New South Wales Biosecurity Act 2015 No.24 and the Queensland Biosecurity Act 2014 includes a general biosecurity duty or obligation that requires citizens to take reasonable and practical steps to prevent biosecurity risks. Under Queensland’s general biosecurity obligation people are required to report sightings of prohibited material, such as prohibited invasive plants, within 24 hours of the sighting. This is similar to countries elsewhere in the world. For example, in order to prevent Bovine brucellosis outbreaks in France, there is a mandatory requirement for livestock producers to consult with their vet in case of a bovine abortion as it is the main clinical sign of the disease. This consultation is funded by the French government (Bronner et al. 2013). 
However, penalties for non-reporting could cause damage to relationships between government and on-ground actors and may cause disengagement (Halliday et al. 2012a; Wright et al. 2016a). More positive approaches are likely to deliver better outcomes over the longer term, such as promoting the value of reporting, rewarding desired behaviours and building on small improvements (Halliday et al. 2012a).
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Several biosecurity monitoring programs have been impacted by regulations not directly related to the surveillance initiative or biosecurity, such as liability related to occupational health and safety issues; land access restrictions; and the need for insurance coverage (Stenekes and Please 2012a). For example, a research project trialling the use of as unmanned aerial vehicle (UAV) technology for weed monitoring encountered restrictions from Australian aviation safety regulations (Merz et al. 2016). Carballo-Cárdenas and Tobi (2016) reported that, for the lionfish citizen science programme in the Dutch Caribbean, restrictions on speargun usage and independent shore diving limited the participation of volunteers in some locations. 
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Informal institutional elements can guide the daily interactions between people. People can often be more influenced by their peers than by formal rules and regulations (Curnock et al. 2017). These informal institutions include the values, norms and habits of the culture or community involved in general surveillance, as well as the fear of loss of reputation and stigma, which can have a major influence on how people behave (Wright et al. 2018). Examples would include the sorts of values and beliefs that people hold about recreational fishing, including the ethical treatment of fish and the importance of community monitoring, or peer pressure in farming communities and the fear of stigmatisation that may prevent farmers reporting some pests, weeds and diseases.
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General surveillance programs require well-considered strategies and policies to support smooth implementation, and ensure the initiative is cost-effective and fit for purpose. Key considerations include:
Identifying who to involve in undertaking monitoring and/or reporting – consideration is needed on who to engage and how many people are needed as some might be more suitable than others. The ideal number of volunteers becomes particularly important when programme staff need to split their efforts between managing pest, weeds and diseases and delivering support to volunteers (McInerney and Smith 2008). Targeting people who already have desirable or related skills such as vets or agronomists is often a prudent strategy (Hayes et al. 2018; Agriculture Victoria 2016). Another consideration is the geographical spread of those who will be invited to contribute to monitoring and/or reporting. 
Identifying incentives and disincentives for participation – there is often a need to put incentives in place for people to participate (Cacho et al. 2010; Enticott and Lee 2015). These are best identified in consultation with potential participants to ensure the incentives applied will deliver the required buy-in. Key incentives identified in the literature include providing feedback based on the collated monitoring data to provide participants with regional trends in the applicable pests, weeds and diseases (Pfeiffer 2018a). Others involve offering opportunities to learn new knowledge and skills (Struchen et al. 2016a; Sawford et al. 2013a) or access to services (Agriculture Victoria 2016). In some contexts,  providing novelty and fun (Aceves-Bueno et al. 2015) or offering social events (Stenekes and Please 2012b) can be effective. Some controversy exists about monetary incentives such as bounties (Cacho et al. 2010) or compensation for the destruction of produce/livestock and other on-farm interventions (Enticott and Lee 2015; Brugere et al. 2017; Lupo et al. 2014b). Incentives could also be implemented to encourage monitoring in areas that are likely to be less reached to reduce biases (Callaghan et al. 2019). There may also be a need to overcome disincentives (Appendix 7 covers some key disincentives). Several studies report on the change over time in people's awareness, motivations and willingness to participate in biosecurity monitoring and reporting programs (Atchison et al. 2017; Carballo-Cárdenas and Tobi 2016; Lupo et al. 2014a; Stenekes and Please 2012a). Both the initial and changing motivations need to be taken into consideration when programs are designed and adjusted over time (Carballo-Cárdenas and Tobi 2016).
Supporting participants – key ways of supporting participants include offering training (Carballo-Cárdenas and Tobi 2016; McInerney and Smith 2008; Hammond et al. 2016) and providing supporting materials, such as species identification aids (McInerney and Smith 2008), and providing monitoring (Carballo-Cárdenas and Tobi 2016) and/or safety equipment (Ryser-Degiorgis 2013).
Planning the sampling design – to ensure the data obtained is fit for purpose, in particular, that it has a suitable level of sensitivity and specificity. Sensitivity refers to the system's ability to detect an organism when it is present, whereas specificity relates to the extent that false positives are an issue (Hellström 2008b). General surveillance could easily involve biases that need consideration (Callaghan et al. 2019), such as how it could be complemented by other data sources (Cox-Witton et al. 2014). Examples of biases include a call for the general public to report that leads to increased reporting in densely populated areas with high mobile-phone usage and good network coverage (Brugere et al. 2017). Gaps in data may result from inaccessible locations where volunteers are asked to monitor traps (Stenekes and Please 2012b). 
Maximising data quality – this may involve using technologies that enable reliable detections and minimising the chances of misuse or malicious acts (Freifeld et al. 2010). Otherwise, some initiatives enlist experts to evaluate incoming reports (Struchen et al. 2016a) and follow-up with data-collecting participants about questionable identifications. A key strategy to maximise data quality involves training (Welvaert and Caley 2016; Meentemeyer et al. 2015). Other options include pairing volunteers collecting data so that they can monitor each other (Bodilis et al. 2014); simplifying tasks (Campbell et al. 2017), including ensuring that the proposed methods to collect and report data are easy to use (Bodilis et al. 2014); and allowing reporters to self-rate their expertise when they submit photos online (Crall et al. 2012). Depending on how a general surveillance initiative has been designed, the validation or verification of community-submitted reports may take up considerable time and energy of officials (Freifeld et al. 2010).
Dealing with sensitive data – examples of sensitive data collected may include farm-related information that the farmer involved prefers to be kept confidential, or possible evidence of wrong-doing (Kuhnert et al. 2018a). There may be a need to provide assurances, such as for confidentiality or anonymity, to data providers and collectors when the programme is promoted. Sensitive data also include finds that have not yet been identified and confirmed by experts but that could have large market access implications.
Responding to data collected or reports made – an effective response to the efforts of people who monitor and report, whether for a management decision or an emergency response, is fundamental in maintaining their trust and support. Policies need to be in place to ensure data coming through reporting tools such as apps, websites and hotlines are checked regularly; reports are verified; and systems are in place to ensure the data reach the appropriate people that are authorised to enable the appropriate response (Pocock et al. 2017). A key challenge in emergency responses can be strain on the response capacities. In the case of an outbreak the number of reports and detections can suddenly surge, challenging the response capacities in terms of visiting sites, diagnostics, etc. (Davies 2008).
Contingency planning – general surveillance initiatives can bring risks with them such as volunteers unwittingly damaging property or habitats (Steven et al. 2019) or other unethical behaviour; tension between volunteers and other people related or not to the initiative; and volunteers getting injured while performing their tasks. Proactive rather than reactive planning to these sorts of issues is important.
Monitoring and evaluation – ensure that surveillance initiatives remain fit for purpose, cost-effective and that the initiative maintains trust and credibility among key stakeholders and contributors (Drewe et al. 2012). It assists with informing how to best allocate scarce resources (Hester and Cacho 2017) through the early identification of issues and opportunities. It includes monitoring and evaluating engagement aspects such as through regular follow-up with target groups to assess their knowledge, willingness and capability to detect and report certain pests, weeds and diseases (Kruger 2012). 
There may also be a need for other sets of rules at higher levels, such as data standards or standardised protocols for certain procedures. For example, to maximise uptake and support for molecular approaches, such as eDNA, an international collaborative framework is needed for standardised molecular sample processing and analysis methods. This is best achieved through international consultation with stakeholders and experts (Zaiko et al. 2018).
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Infrastructure in the context of this project refers to the physical, knowledge and financial components that support surveillance (Turner et al. 2016). Physical infrastructure includes the tools used for data collection, species diagnostics and identification, and data management. Knowledge infrastructure includes the presence and accessibility of expertise, know-how and research, development and extension. Financial infrastructure include grants, subsidies and levies. Data management is also an important part of the infrastructure component.
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A large tool set exists to support biosecurity surveillance (Hellström 2008a), including computer- and web-based tools, in addition to traditional tools such as booklets, posters, and glove-box guides. The commodity at risk and the way it is being produced, the environmental assets or amenities being managed, as well as the actors involved, will influence what tools work best in a certain set of circumstances (Martin et al. 2008).
Web-based systems allow for a ‘one-stop-shop’ of information including: hosting species identification information; what to expect if a report is being lodged; compensation information (if available); government and industry response plans in case of an incursion; maps that display detections, distribution and spread; and links to other relevant information (Martin et al. 2008).  By allowing for direct flow of information between different stakeholders, the internet enables rapid communication of information, which leads to more time-efficient investigation and response, and helps bypass traditional hierarchy and chains of command.
Technological advances have much to offer but are not the sole answer. They can be hampered by uncertainties and limitations, such as around laboratory diagnostic facilities and communications infrastructures; data integration and consistent formats; the willingness of actors to report disease outbreaks; and the fear of reporting false positives which may lead to unwarranted sanctions and negative impacts on trade (Cash and Narasimhan 2000; Halliday et al. 2012b). The irregular distribution of smart phone usage and internet access may result in a bias towards increased reporting in densely populated areas where there is high mobile-phone usage and good network coverage (Brugere et al. 2017). Other limitations may include the need for highly complex data interpretation and analysis if data come from unstructured sources, highly variable rates of internet use between individuals and groups within different communities, and concerns for privacy issues with data sharing (Choi et al. 2016).
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Collecting meaningful data is an important step in the surveillance process. It starts with official well-publicised reporting channels (such as a functional and reliable dedicated phone-line or smart phone application). Difficulties in reporting a suspect sighting can be a major barrier to reporting (Binks et al. 2013). 
A key consideration for data collection approaches is to understand their sensitivity and specificity to detect certain organisms (Hellström 2008a) in order to develop a sound sampling design that is fit for purpose. This includes understanding how to deal with or overcome potential biases (Callaghan et al. 2019) and understanding what inferences could be made from different sampling designs, including possible trade-offs. For example, where general surveillance delivers a high number of incidences of monitoring and reporting, this can compensate for other concerns related to its less structured nature. For example, for the CropSafe programme in Victoria the probability of detecting some pests and diseases is regarded as quite low. However, the high number of visits and crops inspected compensate for the low chance of detection (Agriculture Victoria 2016). Likewise, Craighead et al. (2015) found that the rabies general surveillance system in Colombo City, Sri Lanka had a low unit sensitivity, i.e. the probability that someone would detect the disease is low. However, due to the large population of people who could assist with general surveillance the overall system's sensitivity could be high.
The type and quality of data collected are expected to keep improving with the increasing spread of smart devices and access of people to the internet and cloud computing systems with machine-learning capabilities (Pimm et al. 2015). The use of web-based tools allows efficient information collection from both general public and targeted groups for specific information (Chunara et al. 2012). 
Smart-phone technology can facilitate surveillance in least-served regions that are not normally surveyed, given the rapid advances in network coverage and speed, increased ownership, and familiarity with technology (Halliday et al. 2012b). Smart phones allow for quick and efficient reporting and dissemination of species data (Crall et al. 2012) as well as increased scalability, coverage, timeliness and transparency (Freifeld et al. 2010). Other advantages of smart phones include geolocation via GPS, recognition of population-level trends from aggregation of individualised information, and advanced audio and video communication between the public and other stakeholders (Chunara et al. 2012). 
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The processes and standards employed to accurately identify pests, weeds and diseases are a fundamental component of surveillance. This includes, for example, experts confirming reported plant or animal diseases in laboratories or herbaria to exclude similar reportable diseases. For some species visual identification is possible. Others need laboratory tests, such as polymerase chain reaction (PCR), enzyme-linked immunosorbent assay (ELISA) or fungal cultures for accurate species identification (Davies 2008). 
Diagnostics and identification can easily become overloaded and potentially form a bottle-neck that may hinder effective responses. For example, in the case of an outbreak the number of reports and detections can suddenly surge, challenging the diagnostics or identification capabilities. Quick access to appropriately trained staff is paramount (Davies 2008). Advertising campaigns encouraging people to report certain pests, weeds or disease symptoms can result in a large number of reports, many of which may be false positives. Systems need to be in place to deal with incoming reports (Pocock et al. 2017).
Due to challenges such as these, diagnostics and identification is a rapid evolving area with various new and emerging technologies, including:
 diagnostic images hosted on an online information system – this has been around for a while, for example the Pest and Diseases Image Library (PADIL). The capability of taking high-resolution detailed images continues to increase. Such on-line information systems allow for international networks of experts who, through remote microscope features, can examine a submitted image on their computer screen and provide advice about handling the specimen (Binks et al. 2013). 
audio-recognition – also called ‘machine hearing’, to assist with the identification and detection of invasive species based on the sounds they make (Demertzis et al. 2018).
artificial intelligence – can assist with digitally identifying plants, vertebrates and insects, for example the same technology used for facial recognition can be applied for a range of organisms by using morphometric characteristics (Fedor et al. 2009). It can be used in combination with unmanned aerial vehicle (UAV) technologies that make use of advanced sensors that assist in monitoring plant health and early pest detection by collecting large amounts of detailed information. For example, an integrated UAV technology and artificial intelligence systems have been trialled on Miconia, an invasive weed, in rainforest areas near Cairns (Merz et al. 2016) as well as for myrtle rust (Austropuccinia psidii) on paperbark tea trees (Melaleuca quinquenervia) in NSW (Sandino et al. 2018) and was found to be valuable, feasible and safe. 
extracellular environmental DNA (eDNA) – uses traces of DNA that species leave behind in their environment, such as in water, soil or scats, to determine species presence. eDNA promises a sensitive and cost-effective method to detect species, even at low densities (Furlan et al. 2019). The prospect of portable devices is of particular interest for the use by a range of actor groups as part of general surveillance.
[bookmark: _Toc40968754]Data management and use
Regardless of how efficiently data is collected and diagnosed/identified, provisioning it at large scales can quickly become unmanageable without specialised data management solutions. Morgan et al. (2015) note that both sound management and powerful information technology are essential for the success of surveillance.
Limited capacity in organisations to undertake adequate data management is a constraining factor. This capacity is sometimes challenged during certain periods, for example as an invasion expands (Carballo-Cárdenas and Tobi 2016). Unconsolidated data storage systems and locations, and the multitude of apps available for surveillance, can inhibit understanding of the broader distribution picture of the species/diseases of concern (Crall et al. 2012).
Many authors point to the value of new digital technologies in assisting with integrating data from different sources, as well as storing and analysing this data (Kuhnert et al. 2018b; Halliday et al. 2012b; Freifeld et al. 2010; Robertson et al. 2010). Web-based data can be publically available and display current species distributions (Crall et al. 2012), such as the distribution data displayed by the Atlas of Living Australia[footnoteRef:2] that integrates data from different sources. This allows a range of stakeholders to utilise the data, including government and private groups or individuals assisting with the on-going management of an organism (Anderson et al. 2017). Members of the public are also able to interrogate the data for their own use such as, for example, landholders in their decisions to take action in controlling a particular species/disease of concern on their land (Crall et al. 2012). The ability to derive usable information from surveillance data will also depend on how the application program interface is being designed to support data queries and outputs, including being user-friendly (Daughton et al. 2017). [2:  www.ala.org.au/] 

The use of web-based technologies also enables virtual collaborations involving diverse participants over large geographical regions (Bodilis et al. 2014b). Notable examples of technological advancements in Australia and around the world are provided in Appendix 7.
[bookmark: _Toc40968755]Knowledge infrastructure
Knowledge infrastructure consists of expertise, know-how or strategic information held by actors in general surveillance initiatives (Wieczorek and Hekkert 2012). It includes the processes an organisation uses to create, store, transfer and apply its information assets. The knowledge base of actors varies, thus there is a need for sharing information throughout the system towards a shared understanding of its elements, boundaries and problems (Busse et al. 2015). 
People with different perspectives and knowledge about different subject fields can make valuable contributions (such as taxonomy, epidemiology, technology development, programme management, behavioural science and economics). There is also a need for knowledge integration across scales, such as for knowledge held by policy-makers and decision-makers, together with the lived experiences of farmers, community members and others operating at the on-ground level. It is important to be mindful of “knowledge hierarchies’ that influence whose knowledge counts. Scientific knowledge should not be privileged at the expense of local knowledge, which is rooted in the local cultural, socio-economic and political contexts (Enticott and Wilkinson 2013).  
Integrating different types of knowledge aids effective problem-solving, and delivers more holistic and nuanced thinking as opposed to relying on so-called 'universal truths', and should therefore form an important part of decision-making processes (Armitage et al. 2009; Schurer et al. 2016). For example, Busse et al. (2015) propose that progress with operationalising animal-monitoring technologies requires the cooperation of researchers, agricultural suppliers and livestock farmers. Ryser-Degiorgis (2013) notes that wildlife hunters and game wardens may hold valuable technical knowledge that can assist with interpreting epidemiological scenarios of wildlife diseases. In short, knowledge across all system components needs to be integrated to develop a practical and feasible general surveillance programme that will be well-supported by data collectors, data users and other key stakeholders alike. 
Further, the use of existing intelligence or experiences from elsewhere can assist with determining the likelihood that a particular group of people detects a certain organism. For example, Pocock et al. (2017) used data from the Netherlands where a particular moth of concern, Thaumetopoea processionea, was already established, to determine the likelihood that citizen science moth recorders would detect T. processionea if it was present in certain areas of the UK. The study found that the moth recorders can make a valuable contribution, noting however that this contribution would not be sufficient to support or substitute a rigorous detection strategy for T. processionea. When such comparisons are being made it is important for the regions to be 'similar enough' for the comparison to be valid (Pocock et al. 2017). 
[bookmark: _Toc40968756]Financial infrastructure
Financial infrastructure, or resource arrangements, can take many forms, including subsidies, government or industry funding, crowd funding or grants that enable participants in general surveillance initiatives to fulfil their roles (Wieczorek and Hekkert 2012; Turner et al. 2016). These provide resourcing and capacity, and will shape opportunities for general surveillance and likely affect the quality and continuity of data collection. Project/programme design requires careful consideration as it has a large impact on the cost-effectiveness of the initiative (Aceves-Bueno et al. 2015). 
It is not unusual to find that general surveillance programs are regarded as a key way to overcome the high cost associated with active surveillance (e.g. Anderson et al. 2017). While there is ample evidence that enlisting non-professionals, such as citizen scientists, can improve the cost-effectiveness of monitoring and reporting programs, the associated cost should not be underestimated. Factors that involve cost that could easily be underestimated include:
maintaining trust-based relationships between actors, including engagement and communication before an initiative starts, recruiting people to monitor and report, as well as on-going engagement and communication 
coordination and administration of the general surveillance initiative 
supporting participants – including the provision of training, equipment and other support materials 
navigating the institutional context, such as setting the rules in place for a general surveillance project, including dealing with the broader context such as the possible need for public liability and health and safety arrangements; and understanding and working within broader institutional boundaries, such as avian safety rules relating to the use of drones. 
ensuring all technical aspects of the initiatives are in place and operate smoothly
dealing with contingencies, such as responding to ‘false positives’ or tension between actors.
In addition, optimal resource allocation between activities depends on their relative cost and effectiveness and this may change over time, for example as a result of an incursion (Hester and Cacho 2017). Hence, monitoring and evaluation activities are essential to ensure optimal resource allocation (Drewe et al. 2012). 
[bookmark: _Toc40968757][bookmark: _Toc43736319]Species/Diseases of concern and their environment
The characteristics of an organism or its host influence the spatial and temporal aspects of where and when the intensity of general surveillance efforts would be most effective and help to determine the best surveillance strategy, technology required and the associated cost (Epanchin-Niell et al. 2012; Kuhnert et al. 2018b). For example, it can be expected that more people would be needed to conduct surveillance of a small or potentially obscure target organism than for a larger or plainly apparent organism (Mangano et al. 2011a). 
Some of these characteristics are described below. 
[bookmark: _Ref264418][bookmark: _Toc40968758]Detectability
People's ability to recognise particular pests, weeds or diseases varies between organisms (Hammond et al. 2016). If a pest, weed or disease is difficult to detect or to distinguish from endemic species, it can considerably increase the number of false positives reported. Dealing with false positives can use scarce resources to the point that a general surveillance initiative is no longer cost-effective (Hester and Cacho 2017). Whether a species/disease can be readily detected depends on a range of factors, including:
Organism density and extent – higher population density of an invasive organism is associated with a higher probability that it will be detected by volunteers (Cacho et al. 2010; Kuhnert et al. 2018b). In the case of early detection to assist eradication, it would be most ideal if an outbreak is large enough to allow detection, but not so large to make eradication unlikely (Barrett et al. 2010). Density depends on a range of factors, including the extent to which the pest, weed or disease is present, reproduction rates and the time it had to spread (Epanchin-Niell et al. 2012; Kuhnert et al. 2018b).
The recognisability of detectable signs, symptoms or organisms – this may be influenced by factors such as size and appearance (Mangano et al. 2011a). For some species or diseases certain forms are more recognisable than others, for example in the case of rabies the furious form of the disease is easier to detect than the paralytic or dumb form (Craighead et al. 2015). Some animal exotic disease symptoms may look like other more common disease signs (Elbers et al. 2010b). For plants, some disease symptoms may look similar to nutritional deficiencies (Salamanca, 2014). Exotic plant virus infections may be mistaken for other diseases, be latent, or the symptoms may only become visible at certain times of the growth cycle. Often diagnostic procedures like laboratory tests are the only way to confirm certain diseases (Davies 2008). An investigation of the CropSafe programme in Victoria, which enlists crop agronomists to collect general surveillance data, found that the detectability of certain crop pests or diseases was rated as low, especially root and grain diseases and stem and grain pests, whereas the detectability of certain leaf diseases was high (Agriculture Victoria 2016).
Level of concealment (Mangano et al. 2011a) – for example, monitoring and detecting abnormalities can be difficult in aquatic environments due to low visibility resulting from factors such as murky water or fish residing in deeper waters (Brugere et al. 2017). Another example is the detection of the moth Thaumetopoea processionea in the UK, which is challenging in areas where it has not spread to or where it is in low densities, as its larval nests tend to reside at the top of oak trees often screened by foliage (Pocock et al. 2017).
Skills of observers – Where signs, symptoms or an organism can be detected, the chances of detection depend on the experience and skill of the observer, in addition to the search intensity and the sensitivity of the sampling method (Epanchin-Niell et al. 2012; Kuhnert et al. 2018b). For example, Mangano et al. (2011) tested the plant pest surveillance capability of various government staff with community members with different levels of experience.  Their research showed the importance of training participants before surveillance activities started and that experienced people had a high probability of detecting pests and diseases. They suggest that the use of a skill assessment test before recruitment for general surveillance could be valuable. 
Timing – Some organisms allow for a window in time where they can be observed and/or detected (Meentemeyer et al. 2015) or when they are most abundant to allow easy detection (Weed et al. 2018). For example some weed species are highly detectable only when in full flower. Also some exotic diseases may only be detected once they have spread if their symptoms are similar to more common diseases (Elbers et al. 2010b). 
[bookmark: _Toc40968759]Geographical location
The location and physical characteristics of an area of interest have a considerable influence on the most appropriate biosecurity and surveillance strategy to achieve desirable biosecurity outcomes. For example on islands, surveillance and prevention of entry through the application of quarantine measures is known to facilitate early detection (Moore et al. 2010). Geographical location also dictates what governmental bodies are responsible for managing the species/disease of concern. 
[bookmark: _Toc40968760]Mobility and dispersal mechanisms
Understanding the dispersal mechanisms of pests, weeds and diseases determines the best way to carry out surveillance and manage them (Triska and Renton 2018). An organism's mobility depends on factors like its own ability to move (such as when/if it can fly); whether it can spread through wind, waterways or rain, or be carried by animals due to being barbed or sticky; and whether human-mediated forms of movement can occur, which may result in occasional long-distance dispersal events (Triska and Renton 2018; Kuhnert et al. 2018b). Agencies' efforts to find and manage species/diseases of concern following a public report is aided when the species tend to remain in one location for extended periods (Cacho et al. 2010). 
[bookmark: _Toc40968761]Risk pathways and chances of establishment
The chances that an organism will establish and spread in a particular area depends on the probability of arrival and the habitat suitability of the area where the organism 'lands' (Kuhnert et al. 2018b). The risk pathways for some unwanted organisms can be multiple, as there are numerous ways through which they can spread (Hulbert et al. 2017).
A good understanding of the risk pathway(s) will assist in identifying where a pest, weed or disease is most likely to be first detected and therefore who to engage in assisting with monitoring and reporting (Oidtmann et al. 2011b). For example, some studies have found that many hotspots for invasive species incursions related to trade are found within major metropolitan areas (Colunga-Garcia et al. 2013). Further, it is unlikely that the landscape will be uniform within a given area. This likely implies that some areas will be more conducive to allowing the entry of and hosting certain organisms than elsewhere, resulting from factors such as food availability, micro-climates and competition. This can support the identification of different risk zones for certain organisms with the help of support tools such as Geographical Information Systems (Barrett et al. 2010).
[bookmark: _Toc40968762]Attitudes towards species
People’s attitudes towards species are shaped by how people perceive the level of threat a species poses to themselves, ecosystems or other organisms, as well as the aesthetic and cultural value placed on the organism (Selge et al. 2011). If they pose a direct threat, for example if they bite or sting, people are more likely to report them (Hester and Cacho 2017). For example, a study about public attitudes towards invasive animals and their impacts revealed that animals that could have been companion animals or those that are large, attractive mammals were viewed more favourably than non-mammalian species and rodents. Closer proximity of problems caused by an invasive animal also increased people's negative attitudes towards the species (Fitzgerald et al. 2007).



[bookmark: _Toc40968763][bookmark: _Toc43736320]Summary and conclusion
This review is the first step towards understanding general surveillance in biosecurity as a system. To do this we framed general surveillance initiatives as systems with a set of components, which are actors and their relationships, institutions, infrastructure, species/disease of concern and their environment. We considered these components and their inter-linkages, and started the process of identifying key areas of interaction within a system that can affect the cost-effectiveness, suitability and sustainability of general surveillance initiatives. 
Actor and their relationships constitute all people who participate or contribute to a general surveillance system in capacities such as data collectors, data users, technology developers, funders, experts (including researchers) and knowledge brokers. The motivations and barriers that influence the participation of data collectors is an area that has received considerable attention in the literature. These motivations include economic drivers, such as farmers’ ambitions to support proof of freedom to support market access to lucrative markets. Other motivations include learning about and contributing to environmental protection activities; or perceiving the species or disease monitored as having a high level of threat. Key barriers include fear of the consequences of reporting, such as potential destruction of crops or livestock, or the cost to call out a vet in remote areas. There are also potential social consequences that act as barriers to reporting, such as possibly being stigmatised, ostracised or have a sense of guilt or shame, or loss of reputation following a report that led to a significant response affecting others in the community. Other barriers include a lack of trust in government agencies to take care of the individual who made a report of a potentially serious detection. Some people may also not know what to report, including at what threshold, how and to whom. However, a lack of knowledge is not the only barrier to monitoring and reporting. Hence interventions to encourage participation should go beyond a reliance on awareness-raising towards gaining an understanding of and responding to the motivations and barriers relevant to any particular target audience. 
In order to maintain productive relationships between actors in the system, information flow throughout the system is fundamental to overcome information asymmetries that can lead to distrust, mixed messages and tension. Knowledge-brokering can play a key role to strengthen the function of social networks. Trust-based relationships are a key catalyst to enable collaboration and cooperation. Other enabling factors include credibility, fairness, responsiveness, relevance, agency and due diligence. 
The institutional component relates to the formal and informal rules at play that shape how the structural components behave and interact, including within each component, between components and with the broader context. Formal institutions include laws, regulations and the formal powers endowed to different agencies. Key formal rules that apply to biosecurity include market access rules and the general biosecurity duty that operates in some jurisdictions. Broader rules can also have a considerable impact on general surveillance initiatives, such as those relating to health and safety and public liability. When strategies and policies for any general surveillance initiative are being developed, a range of things need to be considered. These include who to involve, incentives and disincentives for participation, how to support participants, planning the sampling design, maximising data quality, dealing with sensitive data, responses to data collected, contingency planning and monitoring and evaluation.
The infrastructure component comprises physical, knowledge and financial infrastructures. Physical infrastructure supports data collection, diagnostics and identification, and data management. Key considerations include the opportunities offered by digital technologies (e.g. computer-, smart phone- and web-based tools) as well as novel diagnostic and identification tools that can contribute to easier and more efficient data collection, as well as improved data quality.
The knowledge infrastructure component comprises the expertise, know-how or strategic information of actors in general surveillance initiatives. Systems thinking emphasises the importance of integrating different knowledge types, for example, to overcome information asymmetries, contribute to a shared vision and to assist with sense-making of the data obtained. 
The financial infrastructure constitutes the arrangements in place that allow for the resourcing of a general surveillance initiative. It is easy to overlook the transaction costs that come with general surveillance programs and that can have a considerable bearing on the cost-effectiveness of such undertakings. Examples include the cost involved in maintaining trust-based relationships; coordination and administration; supporting participants and ensuring all technical aspects are in place and operating smoothly; working within the boundaries of the broader institutional context; as well as other possible contingencies.
The species/disease of concern and their environment affects where and when the intensity of general surveillance efforts would be most effective, and influences what the best surveillance strategy, technology required and the associated cost would be. Key considerations include the detectability of the species or diseases (e.g. its density, recognisability, concealment, skills required for detection and timing); its geographical location (e.g. accessibility); mobility and dispersal mechanisms; risk pathways and chances of establishment; and the attitudes that a species/disease of concern elicit.
This document captures several of the interactions that exist between the components of general surveillance initiatives. It is clear that these interactions need to be considered when general surveillance initiatives are planned and designed. Key interactions include:
Between actors, their relationships and institutions – the strategies and policies of general surveillance initiatives need to be designed such that they are tailored to the motivations, needs and expectations of potential data collectors and reporters. This includes finding ways to overcoming barriers to participation, and considering how actors will be supported, such as through training, provision of equipment and potential health and safety requirements. 
Between actors, their relationships and infrastructure – technology could make a valuable contribution to aid communication between different actors as well as support them to collect quality data (such as through smart phone apps) and interrogate data. Quality data will strengthen the trust potential end-users have in the data and therefore the value and use derived from it. Conversely, reporting tools or interfaces with databases that are not user-friendly may discourage their use.
Between actors, their relationships, the species/disease of concern and their environment – some actors are better placed than others to identify certain pests or diseases based on their existing knowledge, skills or location. Some actors may have motivations, such as passion for a certain ecosystem or the need to maintain or gain access to lucrative international markets, which may facilitate their participation in a general surveillance initiative. People are more likely to participate in monitoring a pest, weed or disease that is already known to be present, than one that is exotic and less likely to be there.
Between institutions and the species/disease of concern and their environment – monitoring certain species, such as wildlife, or those causing allergic reactions, such as bees or ants, may warrant safety precautions, and screening of suitable candidates for monitoring and reporting. Some pests, weeds or diseases may be observable on land that requires special consideration such as private property or vulnerable ecosystems.
Between institutions and infrastructure – key areas include the choice of monitoring and reporting tools that will ensure that the data collected are fit for purpose, including the strategies needed to maximise data quality. Tools may need to comply with external requirements related to safety or quality standards.
Between infrastructure, the species/disease of concern and their environment – the species or disease to be monitored and the environment involved will determine the best tool to be used. The knowledge infrastructure available will determine whether information about the species or disease is readily available. Monitoring certain species could place considerable strain on the financial infrastructure, such as species likely to be in remote or inaccessible areas, or that need specialised equipment to detect.
Sometimes interactions between components affect other components. For example, a lack of adequate support to help volunteers identify a target invasive species (institutional) together with the species looking much like a native species (species/disease of concern and their environment) is likely to result in an influx of ‘false positives’. This could affect the trust that data users place on the data obtained (actors and their relationships) or challenge the initiative’s available resources (financial infrastructure). 
This review has demonstrated that the components of general surveillance initiatives are very interrelated with each other and the broader context.  These interrelationships can be easily overlooked and be the sources of significant transaction costs in terms of expenditure and staff time and effort. As such, this document illustrates that systems thinking can make a valuable contribution to the successful design and implementation of cost-effective general surveillance initiatives and that there is benefit in cross-learning between general surveillance initiatives.  This review provides a valuable base on which to build learnings from general surveillance case studies where we will explore how challenges have been dealt with and what has facilitated and hindered progress to date. 
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[bookmark: _Toc40968766][bookmark: _Toc43736322]Appendix 1: Potential benefits of general surveillance
Listed below are benefits associated with general surveillance. 
Reducing the cost in data collection (Cacho and Hester 2011; Carballo-Cárdenas and Tobi 2016; Craighead et al. 2015; Hulbert et al. 2017; Welvaert and Caley 2016), which is important given that agencies traditionally responsible for surveillance in Australia are increasingly understaffed and/or fully allocated to other tasks (Mangano et al. 2011a). General surveillance can be used to complement active surveillance activities (Koffi et al. 2012; Davidovitch et al. 2009) to allow for more cost-effective surveillance strategies (Poland and Rassati 2018).
Increasing the chances of detection (Cacho and Hester 2011; Carballo-Cárdenas and Tobi 2016; Craighead et al. 2015; Wright et al. 2018; Andow et al. 2016), including for early warning, early detection and delimitations of exotic pest incursions, and surveillance during pest eradication operations (Kuhnert et al. 2018a; Mangano et al. 2011b). 
Potentially contributing to the evidence needed for claims of pest freedom that can support market access negotiations (Kuhnert et al. 2018a). Extending the area where surveillance is undertaken (Kuhnert et al. 2018; Hulbert et al. 2017; Welvaert and Caley 2016), including monitoring of areas that are difficult to reach for agencies and researchers (Bodilis et al. 2014; Carballo-Cárdenas and Tobi 2016).
Extending the area where surveillance is undertaken (Kuhnert et al. 2018a; Hulbert et al. 2017; Welvaert and Caley 2016), including monitoring of areas that are difficult to reach for agencies and researchers (Carballo-Cárdenas and Tobi 2016; Bodilis et al. 2014b)
Extending the time period for data collection that would not otherwise be possible due to cost constraints (Welvaert and Caley 2016). 
Developing partnerships to deal with pest, weed and disease issues (Stenekes and Please 2012a) based on increasing interaction between the public and scientific and government officials involved in biosecurity (Bodilis et al. 2014b).
Reinforcing awareness of key biosecurity issues (Bodilis et al. 2014b; Atchison et al. 2017; Mangano et al. 2011b), including the need to report suspected exotic pests, weeds and diseases (Agriculture Victoria 2016).
Increasing the scientific literacy of community members (Conrad and Hilchey 2011b), including better awareness of pest, weed and disease issues, being better equipped to deal with them and developing an area-wide perspective of pest, weed and disease management (Stenekes and Please 2012b).
Fostering local ownership and stewardship of biosecurity issues (Bodilis et al. 2014b).
Involving interested communities may contribute to the generation of funds to address species of concern (Atchison et al. 2017).
Achieving logistical and economic efficiencies through the use of local facilities, labour and knowledge and the acceptance of responsibility by volunteers in helping to look after their own area (Cuthill 2000). 
However, there is still scope for further work on assessing the benefits from investment in general surveillance systems, such as developing performance measures around the impact of early detection; real contribution to leveraging trade; and the value of engaging the public in mitigating local biosecurity risks. 
[bookmark: _Toc40968767][bookmark: _Toc43736323]Appendix 2: The value of systems thinking 
Systems thinking addresses the complexity of coupled human and environmental problems, commonly referred to as social-ecological systems, in fields like natural resource management, agriculture and biosecurity. Systems thinking helps understand the complex dynamics of change that result from this complexity (Foran et al. 2014) by targeting not only different social, biophysical and institutional components of the particular system of concern, but also by identifying stocks and flows and feedbacks in the system that determine its behaviour (Sterman 2001; Richardson 2011; Meadows 2008). As an example, the ‘level of motivation’ of actors involved in general surveillance would be a stock that can go up or down under the influence of other stocks (e.g. level of engagement, knowledge, awareness, etc.) via links that form the flows. 
Improving the effectiveness of surveillance initiatives requires integrating knowledge across the biophysical sciences, information technology, economics, psychology and social sciences (Brugere et al. 2017). This integration, that is often transdisciplinary in nature, is another main characteristic of systems thinking. Transdisciplinary research is action-oriented, and one of its aims is to address wicked problems that often can't be solved through existing modes of problem solving (Brown 2010). Its importance lies in the fact that it transcends the boundaries of traditional academic fields of knowledge to include worldviews, experiences and perspectives of other professionals from non-academic backgrounds, such as policy, teaching, environmental managers (including enthusiasts/non-professionals), the public (citizen science groups, etc.), or any other stakeholders in the system (Brown 2010). 
Another important concept of system dynamics is that of leverage points. Meadows (2008, p 145) defined leverage points as ‘places in the system where a small change could lead to a large shift in behaviour’. Identifying these leverage points, knowing where they are and controlling them is to have power in a system and the ability to change its structure and/or behaviour. These leverage points include (in ascending order of effectiveness): 
Stock and flow structures – physical or social components or subsystems and the way they interact
Delays – The length of time delays relative to the rates of system change
Balancing feedback loops – the strength of stabilising loops relative to the strength of the changes that they oppose
Reinforcing feedback loops – The strength (gain) of the change-amplifying loops
Information flows – The structure of who does and who does not have access to information
Rules – Policies and laws, including incentives, punishments and constraints
A clear understanding of the endogenous forces, feedback processes and leverage points in general surveillance activities (as systems) will enable stakeholders to have a fresh view of their behaviour and management (Richardson 2011) and to apply this knowledge to determine, in theory, where and when to intervene to achieve the outcomes of these activities. 
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Official definitions of general surveillance in biosecurity vary. The terms 'general surveillance', 'passive surveillance' and 'citizen science' are sometimes used interchangeably or they may mean different things to different people. 
Hester and Cacho (2017) recognise this confusion in terminology and proposed distinctions between these terms. They posit that surveillance activities are located along a continuum of activities, which they define as follows:
Passive surveillance – this consists of fortuitous finds by members of the public. However, there are various interpretations of the term passive surveillance as well. Cacho et al. (2010, p446) define passive surveillance as 'any detections reported by the public'. Mangano et al. (2011, p16) refer to passive surveillance as involving 'the general public, industry, biosecurity service and science community to notify the responsible organization of any suspected invasive pest or disease'. 
Citizen science – this involves organised pest reporting by community members, usually of pests that are already present. There is also variation in how citizen science is being conceptualised. Hester and Cacho (2017)refer to citizen science in the context of biosecurity as organised pest reporting by community members. 
General surveillance – this involves stakeholders who identify and report new or existing incursions as part of their regular interaction with potential hosts, vectors and/or their existing or potential habitat. 
Active surveillance – this is defined as targeted surveillance done by pest and disease management agencies comprising coordinated and planned searches for specific pests, weeds and diseases. 
Further, the way the term general surveillance is described varies widely between animal and plant sectors: 
Plant sector – the International Plant Protection Convention (IPPC) defines general surveillance as “...a process whereby information on pests of concern in an area is gathered from various sources. Sources may include national or local government bodies, research institutions, universities, museums, scientific societies (including those of independent specialists), producers, consultants, the general public, scientific and trade journals, unpublished data, and the websites of other NPPOs or international organizations (e.g. the IPPC, regional plant protection organizations, the Convention on Biological Diversity)” (FAO 2018). Similarly, Anderson et al. (2017) describe general surveillance in the context of plant biosecurity as the process of data mining and analysis about specific problematic organisms from multiple sources, such as national biosecurity bodies, diagnostic laboratories, scientific collections, research organisations, industry bodies and consultants. In Australia, general surveillance in plants includes observations, inspections, notifications, investigations and data collection, and is part of the National Plant Biosecurity Surveillance System Framework launched by the Department of Agriculture in 2017.
Animal sector – in the Animal Health codes for both terrestrial (World Organisation for Animal Health 2011) and aquatic animals (World Organisation for Animal Health 2009), the OIE uses the term general surveillance for generalised, broader surveillance, in contrast to targeted pathogen-specific surveillance. Some reports, for example Hoinville et al. (2013), point out that general surveillance may not necessarily be focused on specific hazards and can use general tests. In the same context, Wright et al. (2016a, p16) describe general surveillance as 'the process whereby a livestock disease is noticed by someone. This person, directly or indirectly, informs or alerts a veterinarian or another person with animal health knowledge.' This quote highlights the fact that general surveillance in this context is about monitoring and reporting incursions, which can be particularly crucial to timely detection of exotic and emerging animal diseases (East et al. 2016). 
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Welvaert and Caley (2016) propose that the involvement of communities and the general public in surveillance activities, can be in three forms:
Structured citizen science: which includes use of scientific principles, training for participants and involvement by volunteers.
Unstructured citizen science: such as online platforms where any member of the public with motivation to report incursions can participate. 
Crowdsourcing: which in the context of biosecurity surveillance, consists of mining of surveillance data from platforms such as social media (addressed in the next sub-section).
They argue that structured citizen science provides the highest quality of data that can be analysed with readily-available tools, and is therefore the most published form of citizen science. In contrast, data from unstructured citizen science and crowdsourcing are more prone to sampling and observer bias, and statistical tools and methods to analyse this data by way of inference are not readily available yet. 
The next few sections briefly describe some of these approaches.
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Citizen science involves a form of open collaboration where members of the public participate in the scientific process to address real-world problems (Conrad and Hilchey 2011b), including contributions to monitoring, managing and detection of early arrival of invasive species, all at a relatively low cost (Dickinson et al. 2010; Pocock et al. 2017). 
 It can be highly structured, in line with our definition of general surveillance and the spectrum that we adopted (See Figure 1). The lack of resources for continuous professional monitoring highlights the potentially crucial role of general surveillance stakeholders, like citizen scientists, particularly on large spatial or temporal scales (Crall et al. 2010; Welvaert and Caley 2016). There is a mutual benefit between citizen scientists and formal scientific or management communities. While the latter get access to a wealth of data that would otherwise be inaccessible by individual researchers, citizens may be satisfied by participation in community science projects (Welvaert and Caley 2016). 
Data citizen scientists capture for biodiversity purposes can also be of benefit to biosecurity monitoring, for example, when the systems capturing biodiversity data are designed such that it flags species of concern to biosecurity authorities. Citizen science can provide considerable benefits to society and ecosystems, such as increasing environmental democracy, scientific literacy, social capital, citizen inclusion in local issues, and benefits to governments and the ecosystems being monitored (Conrad and Hilchey 2011b). Larson et al. (2016) note that according to evolutionary theory, humans are strongly predisposed to emotional reactions to animals, and these emotions are further refined through experiencing interactions with these animals. As a result, human responses to wildlife can be shaped by powerful affective triggers that result from these emotional and experiential forces. They further argue that this interaction of cognitive, affective, and experiential factors may be particularly powerful among citizen scientists, who are often intellectually and emotionally invested in the conservation of particular taxa or systems. These dynamics can be harnessed to improve the outcomes of citizen science.
Citizen science can provide tools to address failures in successfully applying adaptive management in natural resource management contexts in general, including biosecurity (Aceves-Bueno et al. 2015). These failures are mainly attributed to inadequate monitoring and low stakeholder buy-in. Under citizen science, stakeholders do not only improve monitoring by involvement in data collection, but can also be involved in design and implementation, analysis of data and dissemination of results. In addition, citizen science provides an opportunity for collaborative learning and increased community capacity for local stewardship (Jordan et al. 2019). There is value in integrating collaborative citizen science with adaptive management characterised by iterative cycles of monitoring, evaluating and adaptation, which become opportunities to learn more about the system (O'Connell et al. 2015; Folke et al. 2005). This in turns enables community members, as environmental stewards, to measure their progress toward their planned goals.
Despite the benefits and opportunities provided by citizen science there are some challenges. Citizen science requires measures to ensure the quality and credibility of data, including appropriate quality assurance procedures and sufficient training (Stenekes and Sahlqvist 2011). High quality data depends on having these quality assurance measures in place. Other challenges include the costs of monitoring, the length of the monitoring programme and lack of incentives for stakeholders to participate in surveillance activities (Aceves-Bueno et al. 2015). As data becomes more and more specialized, such as collected through smart phones, participants will need more training that might become geographically challenging if done in the traditional ‘in-person’ model (Starr et al. 2014). Many citizen science groups and programs collect and are willing to share data on invasive species with public databases, but raise concerns about lacking the tools necessary to manage and analyse data. On the other hand, data collected by citizen scientists can have issues, such as inadequately characterizing ecological changes, under- and over-estimated species abundance data and misidentification of inconspicuous species. Providing training and setting proper sampling designs in citizen science programs can mitigate the occasional discrepancy between expert and citizen science data (Crall et al. 2010). 
Scientists or governments may have a degree of mistrust in citizen science's data credibility, non-comparability and completeness (Bradshaw 2003; Gouveia et al. 2004; Conrad and Hilchey 2011b). Pocock et al. (2017) give the following example: 
'Interpreting the results of projects in which people submit records of potentially invasive alien species (i.e. presence-only data from mass participation citizen science) is difficult because recorder effort cannot usually be quantified. 'It is important to distinguish lack of records due to the species being absent from a lack of recorders' (Pocock et al. 2017, p149). 
A lower degree of mistrust may be found in structured citizen science (Welvaert and Caley 2016), which is often based on underlying scientific principles. Unlike unstructured citizen science or crowd-sourcing, structured citizen science can provide presence-absence data and consequently allow for more accurate analysis.
Further, maintaining the interest of volunteers over time can be challenging (Carballo-Cárdenas and Tobi 2016). However, strategies to maintain high volunteer retention can reduce the cost for recruiting and training new volunteers (Andow et al. 2016). Some have found that the retention of volunteers can strengthen the effectiveness of citizen-science programs over time as participants get better at detecting certain signs or symptoms (Meentemeyer et al. 2015).
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This type of general surveillance refers to mining for data that is captured and reported in the public sphere, including on platforms like social media such as Facebook or Twitter (Welvaert and Caley, 2016). It is different from citizen science in that participants are not usually directly involved in scientific research that involves activities like data collection or monitoring to generate or test hypotheses (Miller-Rushing et al. 2012). Data collected via crowd-sourcing is mostly in photographic forms, which makes it relatively easy to identify and/or confirm by experts if the photos are of acceptable quality. A challenge is that the quantity of data captured can be significantly high, which can create a problem when it comes to the quality of managing this data. There is likely more uncertainty in capturing useful data (signal) when the total quantity of data available, including bad or useless data (noise) is higher. Thus, in comparison with structured citizen science, where the signal-to-noise ratio is quite high (i.e. data more accessible), crowd-sourcing data have generally low signal of interest that can be totally buried in noise (Welvaert and Caley 2016). 
The unintentional, rather opportunistic nature of data collection via crowd-sourcing has led to little development of a validated methodology to extract and analyse data from sources like social media. Still, crowd-sourcing is considered an untapped resource, particularly if combined with citizen science 'in one quantitative framework that allows for an integrated approach to solve the statistical challenges inherent to citizen-sourced data' (Welvaert and Caley 2016, p11). 
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Community-Based Monitoring (CBM) is defined as a process where concerned citizens, government agencies, industry, academia, community groups and local institutions collaborate to monitor, track and respond to issues of common community concern. This requires a clear understanding of the interest and motivation of the community in surveillance programs (Whitelaw et al. 2003). CBM can foster and encourage building community engagement and strengthening surveillance systems, including existing active surveillance such as border protection programs. 
CBM is often used for commercial purposes and is one of the tools that help marketing agricultural products. This particular type of surveillance and monitoring involves all resource-based sectors which, in addition to agriculture, include forestry and fisheries (Conrad and Hilchey, 2011). 
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In Australia, a report published by the Office of the Chief Scientist noted that there are over 90 citizen science projects with more than 130,000 active members in the country, mostly in environmental science fields (Pecl et al. 2015). As the report also notes, the Australian Citizen Science Association is a promising membership-based organisation that aims to promote and advance citizen science through collaboration, capacity building, advocacy and sharing of knowledge[footnoteRef:3].  [3:  https://citizenscience.org.au/who-we-are/] 

Some notable citizen science initiatives in Australia include Questagame, a global social enterprise that employs a gaming approach to encourage citizens to participate in monitoring natural resources. The application 'empowers its users to better appreciate the beauty of our tree of life, and take an active role keeping our tree of life healthy into the future' [footnoteRef:4].  [4:  https://questagame.com/about-us] 

The Atlas of Living Australia (ALA) has a dedicated citizen science portal, BioCollect[footnoteRef:5], which encourages cross-learning between citizen science projects (Steven et al. 2019), helps users to find citizen science projects around Australia, assists individuals to set up a citizen science project and facilitates data collection and management. ALA also encourages the public to use Questagame to participate in collecting data for multiple purposes, such as biosecurity management/planning, conservation management/planning, ecological research and others[footnoteRef:6]. ALA launched iNaturalist Australia, which is the Australian node of the worldwide renowned network that helps people record and report sightings of plants, animals and other organisms[footnoteRef:7]. Though mainly used for biodiversity purposes, this platform can potentially play an important role in biosecurity surveillance, similarly to BioCollect.  [5:  ala.org.au/biocollect/]  [6:  collections.ala.org.au/public/show/dp52]  [7:  ala.org.au/blogs-news/inaturalist-australia-launched/] 

Other notable organisations that have citizen science programs include the Australian Museum and Birdlife Australia. The British Trust for Ornithology (BTO) is considered a global leader in the use of citizen science for monitoring the effects of environmental changes on wildlife populations in general, and birds in particular[footnoteRef:8].  [8:  bto.org/] 

Industry plays a role in using citizen science initiatives for prevention of pest, weed and disease incursion. For example AUSVEG, the peak body for the Australian vegetable and potato industries, has recently launched an urban biosecurity pilot programme that aims to raise awareness of exotic plant pests within an urban context by engaging with various community groups to inform them about priority vegetable pests and diseases, such as the Brown Marmorated Stink Bug, Colorado Potato Beetle and the Giant African Snail[footnoteRef:9]. This is a crucial step given the rise in backyard and community vegetable gardening in Australian cities, and to raise awareness that biosecurity does not only involve border protection or rural producers, but also activities at smaller scales, including individual backyards. [9:  ausveg.com.au/biosecurity-agrichemical/biosecurity/farm-biosecurity-project-2018-2021/urban-biosecurity-pilot-program/] 

Another example is the Early Detection of Emergency Animal Diseases (EADs) project run by WA DPI, and which is a subproject within the department’s Boosting Biosecurity Defences project that investigates ways to reduce detection times for EADs like foot and mouth disease in WA. Notably, the project focuses on steps that include provision of financial incentives, capability building for different stakeholders and implementation of an efficient livestock biosecurity surveillance system in WA that allows for improved recording, analysis, mapping and reporting of diseases (WADPI 2018).
Conrad and Hilchey (2011b) reviewed scientific and general literature on the topic, and noted that there is a wealth of community-based monitoring initiatives globally that are used in environmental biosecurity surveillance. Notable ones include the Waterkeeper Alliance, which includes Riverkeeper, Lakekeeper, Baykeeper and Coastkeeper programs, which are present in 15 countries, but mainly the USA, Australia, India, Canada and the Russian Federation; The Community-Based Environmental Monitoring Network, Canada; The Canadian Nature Watch program; and the Alliance for Aquatic Resource Monitoring (ALLARM) in the USA. 


[bookmark: _Toc40968774][bookmark: _Toc43736330]Appendix 5: What influences on-ground support for general surveillance? 
McLeod et al. (2015) integrated a number of key behavioural theories to develop a framework that assists with identifying and understanding the drivers of and barriers to adopting best-practice actions related to biosecurity, in their case, invasive species management. 
This framework is used here to structure the factors that influence people’s buy-in into monitoring and reporting pest, weeds and/or diseases. The framework involves three main factors, that is, capability, opportunity and motivation. They are not always mutually exclusive and some factors can fit in more than one category. 
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Capability refers to a person's physical and psychological capacity to engage in the desired behaviour (McLeod et al. 2015). 
Physical capability – Sometimes collecting diagnostic samples might be difficult, unpleasant or even dangerous, such as retrieving them from wildlife (Halliday et al. 2012a).
Psychological capability – this includes comprehension, self-efficacy, sound risk assessments and decision making (McLeod et al. 2015). Self-efficacy received considerable attention in the literature. People need to feel capable and confident to do the recommended practice, such as monitoring and reporting. Producers had higher intentions to undertake their own livestock surveillance if they believed they were skilled to do so (Wright et al. 2018). 
However, too much self-efficacy can lead to people not supporting a general surveillance initiative (Wright et al. 2018; Pfeiffer 2018b; Vergne et al. 2016). Farmers' self-reliance and confidence in their knowledge and skills is sometimes the reason why they may choose not to ask a vet for advice when their livestock showed signs of disease (Pfeiffer 2018b; Vergne et al. 2016). The persons who detected the suspect signs may believe they have the knowledge and skill to deal with the issue themselves (Wright et al. 2018). 
Access to knowledge is a key part of self-efficacy. For example, people need to know what to look out for (Curnock et al. 2017; Mercer et al. 2017), how to detect it (Kuhnert et al. 2018a; Hammond et al. 2016), the need to report (Lupo et al. 2014a) and how to report it (Brugere et al. 2017; Mercer et al. 2017; Vergne et al. 2016; Elbers et al. 2010b), including the existence of reporting tools, such as a hotlines (Martin et al. 2008). They also need to know at what threshold something needs to be reported, including at what number or level of severity (Wright et al. 2016a). 
Various studies report on the lack of awareness beyond the farming community about biosecurity issues. This occurs even during circumstances when there was heightened attention given to a biosecurity issue, such as in the case of the Panama T4 outbreak in north-eastern Queensland (Curnock et al. 2017). People may be discouraged if they do not understand why certain required or recommended actions are necessary—they may even disagree with them— when they do not understand how these actions fit into the bigger picture (Elbers et al. 2010b).
Hence, capacity building programs to support monitoring and reporting are often needed. In the farming context, on-farm demonstrations as well as enlisting the support of respected producers who could be monitoring champions can be helpful in building self-efficacy (Wright et al. 2018).
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Opportunity includes the factors external to the person that enable a behaviour to occur, including physical and social opportunity.
Physical opportunity – Physical opportunity involves situational factors such as rewards and costs and other facilitating or deterring physical conditions. This includes:
 the availability of financial resources and equipment to detect or identify/diagnose a certain pest, weed or disease (Halliday et al. 2012a) 
logistical difficulties may prevent people from monitoring and/or reporting pests, weeds or disease (Brugere et al. 2017). For example, landholders of extensive properties, such as in Northern Australia, may have limited access to their livestock and areas on their properties, especially certain times of the year, such as during the wet season 
practicalities of recommended practice, for example, overly complicated reporting procedures may deter people from reporting (Lupo et al. 2014a)
the detectability of a pest, weed or disease of concern. People are often prepared to invest more time and effort when the chances of detection is higher (Falk et al. 2016).
Social opportunity –refers to the values and norms of the culture or community a person is part of (socio-cultural environment) and which may facilitate or deter a person from doing certain activities. This is manifested through:
peer pressure – as social norms are usually contained in social networks, people's behaviours are influenced by peers (Mankad 2016). This includes an individual's understanding of what behaviours are approved or disapproved by peers and how their peers behave. For example, livestock producers' monitoring intentions increased when they believed that most other producers monitor their animals too. Information flow through social networks can also support or hinder trust between key players (Wright et al. 2018).
social reputation – farmers or vets who report a pest, weed or disease often face social consequences, such as loss of reputation (Halliday et al. 2012a; Vergne et al. 2016; Elbers et al. 2010b) and being blamed for the trouble caused by the outbreak. For example, farmers who first report suspect signs may face social stigma as peers may perceive them as being guilty of malpractices that brought the outbreak on (Wright et al. 2018), such as being non-hygienic (Elbers et al. 2010a). They may be blamed and even ostracised by others in the local community for reporting and causing quarantine measures in the region, causing considerable social impact across individual, household and regional communities levels (Buetre et al. 2013). Visits by authorities and others inspecting a farm operation that are visible to neighbours can cause embarrassment and shame (Elbers et al. 2010b). It may be needed to challenge the stigma that may be associated with reporting exotic pests, weeds and diseases, by enlisting champions that advocate the importance of early reporting and/or increase contact with stigmatised groups or individuals (Wright et al. 2016a). 
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Motivations are factors internal to a person that spur on or guide action, including reflective motivation and automatic motivation.
Reflective motivations 
This refers to conscious reflection and reasoning, such as estimating the level of threat; benefits; and seriousness of the issue. Pragmatic aspects include a person’s ability to set goals, plan, evaluate costs and benefits, and foresee possible outcomes associated with certain actions. Normative aspects include personal norms, values and beliefs as well as a person’s worldview or institutional logic (McLeod et al. 2015).	
A strong sense of responsibility – people's belief that it is their responsibility to monitor and report certain pests, weeds and diseases is a key contributing factor to reporting behaviour (Wright et al. 2018). In the UK it was found that sheep and cattle producers who were dismissive of biosecurity measures attributed biosecurity risk to the collective farming community. They also tended to perceive biosecurity measures as 'an externally imposed solution to an externally imposed problem' (Heffernan et al. 2008, p369). When people believe that humans are responsible for the negative impacts of a pest, weed or disease, such as their spread, they are more likely to believe that they have a moral responsibility to redress the impacts (Selge et al. 2011). 
Perception that biosecurity risk is high – people who perceive a pest, weed or disease as a risk are more likely to be better informed about it (Wright et al. 2016a). Rather than an objective reality, risk perception tends to be socially constructed, that is, based on personal experience, memory and other factors that may influence people's perception of risk (Palmer et al. 2009). Existing or recent outbreaks tend to raise people's awareness of pest, weed or disease outbreaks and the possibility that they can and do occur (Oidtmann et al. 2011a; Bronner et al. 2013). It may heighten awareness of what to look out for relating to the existing or recent pest, weed or disease outbreak, and increases overall health monitoring. General surveillance therefore can be a more powerful tool to detect secondary outbreaks, as opposed to primary outbreaks of exotic pests, weeds and disease (Bronner et al. 2013). It can be difficult to maintain people's interest and vigilance to monitor and report something that is not there or that has not been seen for a long time (Wright et al. 2016a). Communication about a pest, weed or disease needs to emphasise issues that people are concerned about, such as the harm they are causing and/or threat they are posing (Selge et al. 2011). 
Tapping into existing wants and needs – people are likely to contribute to an issue that they have a direct stake or interest in (He et al. 2019), such as caring for the environment and contributing to conservation (Atchison et al. 2017; Carballo-Cárdenas and Tobi 2016; Falk et al. 2016). This may involve fear of the impacts (real or potential) of an unwanted organism (Carballo-Cárdenas and Tobi 2016). Another example is tour operators contributing to maintaining biodiversity in the areas that they operate (Fraser et al. 2014), or people with an interest in field herpetology to contribute to the control of invasive pythons in protected natural areas (Falk et al. 2016). 
Some people are motivated by a sense of community (Bodilis et al. 2014a; Andow et al. 2016), including spending time with friends, family (Atchison et al. 2017) and/or like-minded people (Carballo-Cárdenas and Tobi 2016). Others are enthused by a sense of place (He et al. 2019) where people feel aesthetically or culturally attached to a region. 
Other existing wants or needs include learning, including getting involved in new activities, learning new skills (Carballo-Cárdenas and Tobi 2016; Aceves-Bueno et al. 2015) or gaining career or field experience (Falk et al. 2016). Volunteers can regard participation as fun (Bodilis et al. 2014a), such as the use of interesting technologies and/or tools (Falk et al. 2016). Some are motivated by the ability to contribute to science (Bodilis et al. 2014a), yet for others support of a general surveillance initiative is driven by their want to spend time in nature and the outdoors (Atchison et al. 2017).
However, reflective motivations that may discourage support for a general surveillance initiative, include:
fear of consequences (Andow et al. 2016; Brugere et al. 2017; Halliday et al. 2012a), such as:
cost, time and inconvenience (Wright et al. 2016a) resulting from a range of factors. For example, the process of instigating the investigation or diagnosis (Wright et al. 2018); the cost of diagnostics (Sawford et al. 2013b); the inconvenience caused by waiting for a diagnosis/identification to be confirmed; as well as if the diagnosis or identification turns out to be positive. Remotely-located livestock producers may be reluctant to call a vet when they spot suspect disease signs due to the cost involved in getting the vet out (Wright et al. 2018). In some cases if a farmer reported suspect symptoms, signs or organisms the property may be isolated until the test results are known, preventing normal farm operations (Elbers et al. 2010a). A positive detection may further result in potential loss of trade for exporting primary producers, movement bans, loss of animals due to compulsory slaughter or crop destruction (Halliday et al. 2012a) and extended periods where quarantine officers and other strangers enter the property to undertake inspections and other measures (Buetre et al. 2013). 
perceived unfair treatment, for example, if a farmer is unsure whether the relevant government agency or vet will look after his/her interests (Wright et al. 2018; Elbers et al. 2010b). This could include a lack of compensation for lost produce and income (Halliday et al. 2012a).
lack of trust relating to a range of aspects:
the response system – trust could be damaged due to a lack of feedback to past reporting (Halliday et al. 2012a; Sawford et al. 2013b), not knowing what to expect following a report (Elbers et al. 2010b), concerns about confidentiality, not knowing what response to expect from authorities (Brugere et al. 2017), or concerns that laboratory confirmation would take too long (Vergne et al. 2016). It may also involve poor experiences following interactions with authorities resulting from delegates displaying poor attitudes, arrogance, disrespect or a lack of knowledge; or where farmers felt pushed aside and no longer in control of their businesses (Elbers et al. 2010b). Negative past experiences from reporting can be a significant deterrent for people to report a suspect organism again. In such circumstances, investment may be needed to build trust through two-way information flow and relationship building (Curnock et al. 2017).
peers – people may be discouraged from undertaking biosecurity actions if they witness others are not doing their part thereby undermining their own efforts (Kruger 2016).
communication – target groups need to have confidence in the pest, weed and disease information provided. If official sources of information are perceived as unreliable or out-of-date, the use of formal reporting channels may be jeopardised (Elbers et al. 2010b). This includes if target groups do not perceive the information source as credible (Wright et al. 2016a). Information provision needs to be consistent and well-coordinated, including clear explanations of what actions are required (Wright et al. 2016a). 
conflicting values – unwillingness or even conflict to support the control of certain species of concern can arise if the species is valued by certain groups (Novoa et al. 2017), including if the species of concern:
deliver a direct economic value
are seen as having the right to live, often associated with animal rights
have a cultural or spiritual value, including the associated host
appeal to certain groups, often associated with outdoor activities, including fishing and hunting.
Automatic motivations 
Automatic motivations include sub-conscious mental processes rather than logical reflections. Examples of automatic motivations are impulses, habits, emotional responses and heuristic decision-making (mental short-cuts and rules of thumb) (McLeod et al. 2015).
A key example include 'institutional logic', that is, the practices, assumptions, beliefs, values and rules that guide people's expectations about priorities, roles and responsibilities and the way things should be conducted. Intuitional logics are often socially constructed within communities and have developed over time. Different stakeholders in the biosecurity system may hold different 'institutional logics' to how the biosecurity system ought to operate (Higgins et al. 2016). 
Higgins et al. (2016) explored institutional logics in the Australian beef industry. They found that at higher levels (international, national and sub-national levels) there is a neoliberal logic which in the Australian context manifests itself as a push for shared responsibility and partnerships and an associated devolved responsibility for biosecurity and reduced state government biosecurity budgets and staff. However, at the on-ground level they found different logics. There was evidence of a 'productivist logic' where commercial viability stands central and recommended biosecurity practices may not be followed if there is no commercial incentive to do so. In addition, there was also signs of an 'agrarian logic' that views agriculture as a virtuous pursuit, a crucial element of sustaining society. According to this logic government has a moral responsibility to support farming, and farmers attribute the responsibility for preventing exotic disease outbreaks to government [ibid.]. 
Other automatic motivations that may cause actors not to support a general surveillance initiative include technology aversion. For example, several vets in a Swiss voluntary electronic reporting and information system for infectious equine diseases had an aversion to the use of mobile phones, which led to low uptake of mobile reporting (Struchen et al. 2016b).
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There tends to be considerable variation within actor groups, in particular those groups asked to monitor and report. This means that reliance on 'one size fits all' messaging is often sub-optimal. There is an increase in the development and use of typologies that can guide interventions and messaging. For example, Wright et al. (2018a) grouped livestock producers according to their willingness to do surveillance and reporting. This willingness was related to how they viewed their own level of responsibility for these tasks as opposed to others, such as government agencies, and the self-perceived control and ability to monitor and manage disease. 
Below are different traits identified in the literature that could potentially influence the attitudes, ability and willingness of people to support general surveillance initiatives.
Production type – the type of commodity produced (Martin et al. 2008), the way it is being produced, the operation size (Lupo et al. 2014a; Bronner et al. 2013) and the market destination may influence the frequency and intensity of monitoring and the level of concern about pests, weeds and/or diseases (Martin et al. 2008). For example, Bronner et al. (2013) found that in order to assist the early detection of bovine brucellosis, dairy cattle producers were more likely to check and report abortions than beef cattle producers, despite the fact that the production of calves are expected to be more important to beef than dairy producers. They ascribe this to the fact that dairy producers are more used to regularly checking their livestock than producers of grazing beef cattle, and the latter are often less inclined to contact a vet.
Location – in the case of general surveillance, people are enlisted based on their regular interaction with potential hosts, vectors and/or their existing or potential habitat. For example, almost half of the cases of successfully detected weeds in Australia’s Four Tropical Weeds Eradication Programme came from people employed in a weed-related field (Brooks and Galway 2008). 
Land owners and managers are of particular interest for biosecurity monitoring as they are well placed to be the first to detect an unwanted organism (Andow et al. 2016). Likewise, people working in environments where exotic pests, weeds and diseases are likely to be first detected are seen as well-placed to support general surveillance efforts. For example, the Victorian Government funds the CropSafe programme that uses crop agronomists to monitor for certain exotic pests and diseases in grain during their normal course of work. This saves the Victorian Government the cost of employing specially appointed officers to undertake this task. Such data could be invaluable for governments to provide assurances to export markets that produce is free of certain pest and diseases (Agriculture Victoria 2016).
Exposure – there could be considerable difference between people operating in different locations in their ability to detect certain, pest, weeds and diseases, often related to what they have been exposed to in the past (Wright et al. 2016b). The probability of detecting a pest increases with years of experience (Mangano et al. 2011b). A study focussing on the use of passive surveillance for the detection of rabies in Sri Lanka found that the recognition of rabies symptoms to be higher among people who own a dog or who have previously been bitten (Craighead et al. 2015). More generally, people were more likely to regard an invasive animal a pest when the animals were in close proximity to them (Fitzgerald et al. 2007).
Gender and age – some studies have found differences between men and women in terms of their awareness and ability to correctly identify species of concern. For example, Campbell et al. (2017) investigated the awareness of recreational marine users of non-indigenous marine species following an awareness campaign in Tasmania. They found that men were more likely to declare that they are aware of the need to report certain species, but that their ability to correctly identify the species were sometimes sub-optimal. Women, by contrast, were less likely to declare themselves as aware, but for those who did, 100% were able to make accurate identifications. 
Other studies found correlations with age. Younger people seem to be better suited to spot organisms than older ones in a study by Mangano et al. (Mangano et al. 2011a). However, Wright et al. (2018a) found that older livestock producers are more inclined to report suspect disease symptoms to a vet. Another study found that farmers younger than 43 years had lower response rates of providing regular, timely reports of their observations of livestock health than older farmers (Pfeiffer 2018a).
Fitzgerald et al. (2007) found that men and older people are more likely to regard an invasive animal as a pest than women and younger people respectively, which made them often more supportive of control and management interventions. Still, other studies found no differences between men and women or between age groups in their ability to detect certain pests, weeds or diseases (for example, Wright et al. 2016b).
Property size – some studies suggest that producers on larger properties are less inclined to report suspect disease symptoms to either a private vet or the government. They may be more likely to deal with the issue themselves, for example by euthanizing the affected animal(s) (Wright et al. 2018a). On the other hand, larger producers whose livelihoods depend on their livestock may be better informed about disease outbreaks, which is attributed to being better connected with farming networks (Wright et al. 2016a). 
Culture – cultures place different values on certain species. For example, different people or communities may regard an invasive animal species a companion animal, a pest or as a food source. Further some cultures have stories about certain species that can create culturally different archetypes that influence their attitude to the organism (Fitzgerald et al. 2007).
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The use of novel technologies for general surveillance have been prominent in various fields. Most prominent is internet based approaches linked with smartphone technology. Existing examples include: 
FeralScan  – a community website and mobile app developed by PestSmart - Centre for Invasive Species Solutions (CISS) for various members of the community to record and map sightings of pest animals. FeralScan is promoted as a citizen-science based multi-stakeholder collaboration platform between landholders, communities, industries, governments and businesses that offers a number of community websites and mobile apps allowing anyone to record and map sightings of a range of established pests[footnoteRef:10]. Data from FeralScan can then be used to identify priority areas and coordinate control efforts in particularly problematic areas, document animal activity and communicate the problem to other concerned people. In addition, FeralScan covers emerging and exotic ones, highlighting the crucial importance of early detection and prevention of incursions[footnoteRef:11]. [10:  www.feralscan.org.au ]  [11:  pestsmart.org.au/new-and-emerging-pest-animals/] 

AusPestCheck – developed by Plant Health Australia (PHA) and funded by the Australian Government to collect, analyse and display plant pest surveillance data. It enables the uploading of real-time pictures of pests, it displays their numbers and spread, and can handle data submitted from both targeted and general surveillance in agricultural and environment sectors (PHA, accessed on 10 May 2019). Some of the powerful features of this platform is data collation from multiple sources and formats, seamless mapping and search of pests, and powerful mapping capabilities that can distinguish between confirmed positive or negative samples.
MyPestGuide – includes MyPestGuide Reporter app, pest identification field guides, a community website and triage and diagnostic support tool. This package was built and operated by the Department of Primary Industries and Regional Development, Western Australia. In 2019 MyPestGuide Reporter app was accepted as the preferred app for plant health reporting and upgrades. The aim is to create collaborative networks of people who have similar pest problems and want to support Australia’s international market access, by assisting the department in maintaining pest-free status. MyPestGuide Reporter enables people from all sectors, including the public, to report pests (insects, animals, weeds, diseases) across Australia in general, and in Western Australia in particular, using built-in photo and geotagging capabilities[footnoteRef:12]. [12:  agric.wa.gov.au/apps/mypestguide-reporter ] 

BioCollect – a mobile app developed by the Atlas of Living Australia (ALA), and used by anyone willing to record and report sighting of animal or plant species. The app is used for a wide array of citizen science initiatives under the ALA, including some on monitoring and reporting invasive species and monitoring biocontrol species. Though mainly promoted as a tool to support biodiversity, the scope includes weed and pest management[footnoteRef:13].  [13:  ala.org.au/biocollect/] 
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